
TECHNOLOGY CORNER By Michael S. Khoury

Insider Threats to Critical Infrastructures

8

We often hear about reports and rec-
ommendations issued by agencies 
and private groups analyzing issues 
of importance to business and gov-
ernment. Somewhat lost in this elec-
tion year was a report issued in April 
2008 by the National Infrastructure 
Advisory Council (NIAC), which pro-
vides the President and the Depart-
ment of Homeland Security (DHS) 
with “advice on the security of the 
critical infrastructure sectors and their 
information systems.”1 The NIAC 
includes members from manufactur-
ing and technology industries, utili-
ties, law enforcement, government, 
and academia. The critical infrastruc-
tures addressed by the NIAC support 
vital sectors of the economy including 
transportation, energy, finance, and 
manufacturing.

This topic is a natural follow-up to 
last issue’s discussion of business con-
tinuity planning. This article and the 
report it discusses address a number 
of issues that business and govern-
ment need to focus on in evaluating 
potential insider threats. 

The study was initiated in early 
2007 by DHS Secretary Michael Cher-
toff, assigning to the NIAC the task of 
defining the insider threats for both 
physical and virtual infrastructures. 
The special focus of this study was to 
address insider threats that exist in all 
organizations, including the potential 
for acts of sabotage, theft, or violence 
in the workplace. As part of the de-
tailed findings in this 55-page report, 
“the NAIC defined the insider threat 
to critical infrastructure as one or more 
individuals with the access and/or insider 
knowledge of a company, organization, or 
enterprise that would allow them to exploit 
the vulnerabilities of that entity’s security, 
systems, services, products, or facilities 
with the intent to cause harm.”2 

The report identified a series of 
problems involving employee screen-
ing, potential for economic sabotage, 
the reason that insiders may cause a 
threat to critical infrastructures, and 
the dynamics associated with technol-

ogy and globalization. In its letter to 
the President, the NIAC summarized 
its recommendations for actions by 
government and business as follows:

• Executive leadership awareness. 
Recommendations and a frame-
work approach for improving 
executive leadership awareness 
of the insider threat to critical 
infrastructures. The recommen-
dations include a request for 
White House leadership on exec-
utive awareness to coordinate 
government efforts and engage 
with critical infrastructure execu-
tive leadership on this important 
issue.

• Employee screening and risk 
assessments. Detailed find-
ings and recommendations to 
improve critical infrastructure 
operator employee screening and 
risk assessments. The NIAC’s 
recommendations concur with 
the recommendation in the 2006 
Attorney General’s Report on 
Criminal History Background 
Checks to expand private sector 
use of federal criminal history 
sheet records, while preserving 
existing privacy protections that 
flow from the Fair Credit Report-
ing Act for most current private-
sector background checks.

• Role for DHS and Sector Coor-
dinating Councils. The Depart-
ment of Homeland Security and 
the Sector Coordinating Councils 
(SCCs) should support critical 
infrastructure operators in devel-
oping insider threat risk assess-
ments, insider threat policies, 
and risk mitigations.

• Technology policy. Recommen-
dations for improved technology 
policy to help critical infrastruc-
ture operators address the emerg-
ing information technology (IT) 
dynamic to the insider threat.

• Information sharing. Recom-
mendations to improve insider 
threat risk assessments through 

information sharing, both among 
owners and operators in each 
sector and also with government 
on research and intelligence.

• Future research. The NIAC iden-
tified key focus areas for future 
research on challenges present-
ed by globalization, technology 
threats and solutions, and per-
sonnel risk assessments, where 
time, resources, and a current 
understanding of the insider 
threat limited specific policy rec-
ommendations.3

The findings and recommendations 
of this report should serve as a wake-
up call for business and government 
to address potential insider threats 
and be proactive to ensure that critical 
infrastructures in the United States are 
protected.
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