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Security and privacy interests are 
clashing again. The United States is 
becoming unique in the world in that 
we do not have national identifi ca-
tion cards or papers. In the interests 
of security, the concept of national 
identifi cation cards has been fl oated 
and discussed, but never enacted. The 
introduction of “smart” identifi cation 
cards, those with imbedded computer 
chips, is raising privacy concerns in 
many quarters and vulnerability con-
cerns in others.

Congress propelled the discussion 
in 2005 when it passed the Real ID Act 
of 2005,1 which sought to standard-
ize state-issued drivers’ licenses with 
Real ID compliant identifi cation docu-
ments in lieu of a national identifi ca-
tion card system. The implementation 
regulations were issued earlier this 
year2 and have been met with protests 
from many quarters. Implementation 
of the law has been delayed for two 
additional years pending further con-
sideration.

Companies, governments, and oth-
er organizations have begun issuing 
a variety of identifi cation cards, key 
cards, documents, and other devices 
embedded with microchips. This al-
lows scanning devices to recognize 
that the individual possessing the 
card is authorized to enter the estab-
lishment. Other cards are embedded 
with radio frequency identifi cation 
(RFID) chips, which can be scanned to 
identify a person entering or leaving 
a specifi ed area. RFID chips are very 
common in tracking inventory and 
goods in transit but have also begun to 
be used in everything from passports 
to school identifi cation cards.

A variety of questions arise from 
the use of these devices. Are the priva-
cy rights of individuals being compro-
mised? Are the devices really secure? 
Do they offer us real protection?

Privacy and Consent
If my fi rm decides that each employ-
ee should have a pass card with an 

embedded RFID chip that would 
allow a security system to recognize 
me as the owner of the card and allow 
me access into the offi ces, inherent in 
that decision is that each employee can 
effectively be tracked by those same 
systems. In the business context, that 
seems to be an easier balance. If I do 
not wish to be tracked by the fi rm that 
is giving me a paycheck, I can make 
a decision to go elsewhere. The issues 
become more complex if the applica-
tion is used for students at the local 
high school. An RFID scan might iden-
tify individuals without the proper 
pass and alert school security that a 
potential intruder is on campus. How-
ever, attendance at school is manda-
tory for most students. Does the abil-
ity to be tracked through the use of 
an RFID card trample on the rights of 
privacy?

Recognize that each of these tech-
nologies  is not completely secure; an 
insecure technology can put the priva-
cy rights of people at risk. For exam-
ple, if a determined hacker was able 
to access personal information from 
RFID cards as employees, students, or 
governmental workers stroll by, data 
residing in the smart cards could be 
“mined” and used by identity theft 
rings. Specifi c individuals could be 
tracked without their knowledge. 

How Good is the 
Technology?
Sometimes lost in the debate is the 
need to strike a balance between effec-
tiveness, security, and privacy. An 
easy, less intrusive system is likely to 
be less secure. A more secure system, 
such as biometric scanning, is secure 
but certainly more intrusive. In each 
application, businesses, governments, 
and schools need to determine the 
purpose for the application of the tech-
nology, the level of security desired or 
needed, and the personal interests of 
the individuals involved.

What is clear from the research is 
that any technology can be hacked, 

replicated, and used by a determined 
thief. The new car that allows you to 
start the vehicle with a push of a but-
ton because the car recognizes that the 
keys are in your pocket offers tremen-
dous convenience. However, the secu-
rity of the device can be compromised 
by a determined criminal. If the crimi-
nal can replicate the signal, he can 
drive off with your new car.

Where Do We Go From Here?
Expect a lot of debate and discussion 
about the use of tracking, identifi ca-
tion, and other smart card technolo-
gies. Applications for such technolo-
gies will be growing. You may have 
even seen the availability of products 
to insert identifi cation microchips in 
your child or pets. In a soon to be pub-
lished paper, a myriad of concerns are 
raised by Nicole A. Oser, the technol-
ogy and civil liberties director at the 
ACLU of Northern California.3

The balancing of security, privacy,  
and personal rights will continue. 
California is again leading the way on 
privacy rights with the introduction of 
new legislation regulating RFID tags,4 
and other states will likely join the 
debate.
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