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Business Continuity Planning

This column has its roots in a lunch-
time conversation between the authors
several months ago. The weaknesses
in current models of business continu-
ity planning came up in our discus-
sion, and we recall that both of us said,
almost simultaneously, “People!” This
column is an adaptation of an article
previously published by Scott Goem-
mel.

Businesses are exposed to some
form of potential disaster and inter-
ruption on a daily basis. Each year,
the volume and impact of these events
increase, while most companies make
little or no effort to be truly prepared.
As lawyers, we teach our clients the
importance of proactive planning
through contracts, estate planning,
wills, and trusts, but lawyers should
also counsel businesses about the im-
portance of business continuity plan-
ning. Business continuity planning is
a process that will provide a competi-
tive edge to firms who emphasize the
importance of the plan, apply a degree
of proactivity by implementing the
plan, and continuously monitor and
improve the plan’s effectiveness.

The approach to business continu-
ity planning introduced in this article
is very different from plans present in
the marketplace today. While this col-
umn is about technology, the primary
difference is that true continuity plans
start with people and not the underly-
ing technology. Many firms have a ba-
sic level of recovery capability for key
system resources, but even in some
of the best technical plans, the impor-
tance of humans is understated and
the overall recovery objectives often
unattainable. This is the primary rea-
son that such an approach to continu-
ity planning is needed, regardless of
the maturity of the existing plan.

Step One: People—The
Critical Resource

The key premise of this approach is
the assumption that it takes extraor-
dinary human interaction and focus
to continue critical business functions

during and after a disaster. With the
absence of people and a high degree of
energized focus incorporated into the
culture, customer service, reputation,
and potentially the company’s surviv-
al are in jeopardy. An organization’s
most important assets affected by a
disaster are the employees and cus-
tomers. In a service business, people
must come first in the plan.

Consider the case of New Orleans.
During and immediately after Hur-
ricane Katrina struck the city, the
evacuation and safety of the commu-
nity were the first priorities. However,
once the storm settled and customers
began to come back home, many busi-
nesses had no idea where their em-
ployees were located. The very people
necessary to a firm’s recovery plan
were scattered across several states.
Without the most vital of the resourc-
es, experienced employees, many re-
covery plans fell behind even though
“technically” their systems could have
been operational.

Employees and family always
come first!

The safety of employees will usually
be paramount in the minds of business
owners, but the business needs atten-
tion too. How should you plan?

e Know where your employees
would go if they needed to leave
the general area in the event of
an emergency.

e Have contact information for
their primary and alterna-
tive locations that includes the
homeowner, phone, email, and
mobile access.

e Provide an emergency number
for your employees to be able to
contact the firm. Recorded mes-
sages can let people know what
is going on.

It is simple to begin a process for
gathering this information and initiat-
ing an easy family planning process
that includes sharing some key infor-
mation with the firm. The bottom line
is simple: know where you and your

employees will go; know what they
will do if they need to leave the area;
know how to find them, pay them,
and enable them to work remotely if
needed.

Linkage to the Company

A key benefit of starting with employ-
ee planning is that it begins to instill
a real connection between the individ-
ual and the firm in terms of working
together and building continuity plan-
ning into the culture. More impor-
tantly, a realistic plan recognizes that
it takes extraordinary human focus
to work in difficult situations, and if
there is any question about the welfare
of family, then those issues have to be
addressed first. Linking this employee
communication process to the compa-
ny’s plan results in a foundation that is
better aligned with the business conti-
nuity requirements.

Step Two: Keep Yourself and
Your Customers in Business

If you can keep your customers in
business, then your firm has a much
better chance of survival. Regardless
of the severity of the situation, there is
a positive impact on the firm’s repu-
tation for having planned for continu-
ity.

Once a communication process for
employees and a level of knowledge
regarding their family’s safety has been
established, you can truly begin ensur-
ing that the company “continues” the
critical business processes needed to
support its customers. Even the small-
est of firms have many key business
processes that are required for deliv-
erables and to maintain operations.
Many of these processes are enabled
by one or more technology applica-
tions and their related infrastructure.
In order to prioritize efforts in both
disaster recovery and process continu-
ity, there must be an established prior-
ity for each of the required activities.
The business continuity plan should
clearly indicate how the critical pro-
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cesses will be maintained regardless
of the current physical environment.

Priorities
Determine the most critical business
processes (in order of importance)
and document a simple process for
how the operation will continue
while the underlying components are
returned to their pre-disaster condi-
tions. To assist in prioritizing the pro-
cesses, a simple matrix can be devel-
oped that matches the key business
processes against their operational
impact. Some example operational
impacts often are:

e Impact on customer service

e Loss of customers

e Loss of revenue

e Exposure to penalty clauses

e Exposure to possible litigation

o Loss of key information

e Negative financial impact

e Impairment of firm reputation

Avoid  over-complicating the
number of critical processes from the
onset of the plan. Start with one or
two critical processes, determining
how they will operate and their pri-
ority during recovery. Maintaining
simplicity from the start and building
details and scope over time is a prac-
tice that most firms can use to ensure
the quality of the plan is maintained.
Thus, the plan’s linkage to the firm’s
culture is achieved.

Linkage to the Leadership

Success starts at the top, so begin with
bringing top management into the
approach. The champion of the plan
must have authority supporting the
common goal to ensure that consis-
tent progress is made and incorporat-
ed into the firm’s culture over time.
This is a way of life in today’s world,
no longer a binder sitting on a shelf
that we hope to never utilize.

Summary

Business continuity planning and
disaster recovery are very important
components of any business plan.
There is no question, however, that
the overall level of detail can be over-
whelming and is often the reason why
many of the best intentions never get

the level of priority needed for suc-
cess. With the ever-increasing level
of risk and related reliance on infor-
mation technology, we must begin
to realize that our responsibilities
go much further than our corporate
needs. Business continuity planning
is about the interrelationships within
our families, communities, and busi-
nesses. Getting started and ensuring
that we incorporate a human element
to our continuity plans is an essential
responsibility as we engage in busi-
ness planning and implementation.
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