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Social Networking: Your Business
Clients and Their Employees Are
Doing It...Are You Advising Your
Clients on How to Manage the Legal

Risks?

By P. Haans Mulder and Nicholas R. Dekker

Introduction

Social networking sites such as Facebook,
LinkedIn, and Twitter have experienced phe-
nomenal growth in recent years. Between
2005 and 2008, the number of adult Internet
users who have a social networking profile
quadrupled from 8 percent to 35 percent.!
Since 2009, that number has increased to
approximately 50 percent of Americans.? The
frequency of use has also grown dramatically.
The minutes spent on social networking sites
has increased by 210 percent over the last
year, and the average time spent increased
143 percent during that same time period.’

Of these sites, Facebook, LinkedIn, and
Twitter have seen significant growth.* As of
February 9, 2010, Facebook had 400 million
registered users.’ The average time spent by
U.S. users on Facebook increased by 368 per-
cent between December of 2008 and one year
later.® Also, as of February 9, 2010, the busi-
ness and professional social networking site,
LinkedIn, had 60 million users.” One of the
more recent, but fastest growing social net-
working sites, Twitter, had 6 million unique
monthly visitors and 55 million monthly vis-
its as of that same date earlier this year.® Be-
tween 2008 and 2009, the number of users on
Twitter increased 579 percent from 2.7 mil-
lion to 18.1 million.’

In addition to the rapid increase in indi-
viduals” use of social networking sites, busi-
nesses have also become early adopters. The
percentage of small businesses that use social
networking sites doubled from 12 percent to
24 percent from 2008 to 2009."° According to
a recent survey, 45 percent of small compa-
nies with fewer than 100 employees now use
Facebook and Twitter to promote their busi-
nesses.!! Another study found that about 9
percent mid-market companies use Twitter
to market their business and that 32 percent

indicate they plan to include social media in
their marketing mix in the next 12 months by
including a page on a site such as Facebook,
LinkedIn, or MySpace.'

Besides marketing to customers, busi-
nesses have been using social networking
sites for other purposes. Eighty percent of
companies were planning to use social net-
work sites to find or attract candidates.” In
addition, 45 percent of employers use social
networking sites to screen job candidates.

What are Social Networking Web
Sites?

The term social networking invariably evokes
names like Facebook, Twitter, and LinkedIn.'
In legal scholarship, social networking sites
have been defined as web-based systems that
allow persons to perform three functions: (1)
build a public or semi-public profile within
a system, (2) construct a list of other users
with whom they share a connection, and (3)
view their list of connections and others that
are within the system.!® These sites allow for
the development of three different types of
social interactions.!” The first is the develop-
ment of identity through profiles. A profile
is a description of the user and their char-
acteristics, and the characteristics depend
on the nature of the Web sites. For example,
LinkedIn is oriented to business use, so the
characteristics include such items as current
employment, past employment history, and
recommendations. Sites that are focused on
social use (such as Facebook) include infor-
mation like gender, birthday, hometowns,
and religious as well as political views. The
second criterion of social networking sites is
the development of relationships among peo-
ple using these sites (which can be called con-
nections, friends, followers, etc.). The third
and last attribute of these sites is the empha-
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sis of community among the people who are
using the sites. These sites allow users to post
a variety of information, which can include
photographs, journal entries, personal inter-
ests, and other personal information.'*

Why is Social Networking
Important to Businesses and How
are the Early Adopters Using It?

These sites have allowed businesses to mar-
ket and communicate with their customers in
a variety of innovative ways." For example, a
Los Angeles-based manufacturer and retail-
er of clothing and gear for skiers and snow-
boarders developed a Facebook fan page and
its e-commerce went from $0 to $25,000 in
three months.* The owner of a Milwaukee
restaurant indicated that its sales were up
25 percent after his first year of using social
networking sites.?’ H&R Block has created
a Facebook fan page to aggregate its social
media activities and in doing so engage its
customers and offer tax advice as well as
resources.”? The online shoe retailer, Zappos,
uses Twitter for employees to communicate
with its customers about their passion for
footwear.?

In addition to the marketing and commu-
nications, a number of businesses use social
networking sites for employment or human
relations functions. Thirty-five percent of
employers decided not to offer a job based
on information that was included on a social
networking site.?* More than 50 percent of
employers attributed the decision not to ex-
tend a job offer based on provocative photos,
while 44 percent identified candidates” refer-
ences to the use of drugs and alcohol.”

A more notorious example of using social
networking sites for human relations func-
tions includes the City of Bozeman, Montana.
It attempted to require all of its job applicants
to disclose their user name and password so
that the human relations department could
access their social networking sites for back-
ground checks.” Due to the national media
attention, the City of Bozeman discarded this
requirement.

Employers are also monitoring employ-
ees’ use of social networking sites.”” This is
understandable considering a study found
that 74 percent of employed Americans sur-
veyed believe it is easy to damage a compa-
ny’s reputation via social networking sites.”
Some of the results of monitoring and dis-
covering objectionable activity have become
publicly known. For example, in May 2007,

the Olive Garden discharged a supervisor af-
ter she posted photos on MySpace of herself,
her under-age daughter, and other restau-
rant employees hoisting empty beer bottles.”
Virgin Atlantic Airlines also discharged 17
flight attendants as a result of their Facebook
posting in which they criticized the airline’s
safety standards and insulted airline employ-
ees.”® The Philadelphia Eagles fired an em-
ployee when he posted on Facebook that his
employer was “retarded” for allowing a rival
franchise to acquire one of its star players.’!

What Legal Issues May Arise in
the Workplace with the Use of
Social Networking Sites?

There are no federal or state laws that pro-
hibit businesses and employers from using
social networking sites for various human
relations functions regarding employees and
job applicants. Further, employment law in
Michigan is premised on an employees” “at
will status.”*? In other words, the termination
of an employee could be any reason or no rea-
son at all, and even an arbitrary or capricious
discharge is not actionable.” Despite the gen-
eral freedom to contract in the employment
law context and the lack of specific regula-
tion of employer’s use of social networking
sites, there are a number of statutes or com-
mon law theories that pose legal risks for
employer’s or their employee’s use of social
networking sites.

The first set of statutes relates to employ-
ment discrimination.* More notably at the
federal level, this includes Title VII and the
Americans with Disabilities Act, which pro-
tect against discrimination related to vari-
ous “status” categories. This could also im-
plicate Michigan’s equivalent state law, the
Elliot-Larsen Civil Rights Act.*® Information
that relates to these protected class catego-
ries (such as race, gender, religion, etc.) are
found on many social networking sites and
may easily become known to employers.*
Using this information to make employment
decisions (whether that is hiring, firing, pro-
moting, etc.) could result in liability under
these statues. Further, failing to discipline
other employees could result in a disparate
treatment claim. For example, Delta Airlines
dismissed a female flight attendant after
discovering “inappropriate” photographs
in her Delta uniform that were posted on a
blog. The flight attendant sued Delta alleging
among other claims sex discrimination be-
cause it purportedly failed to discipline male
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employees who maintained blogs contain-
ing similar content.’’” These issues could also
arise on a retaliatory basis when an employee
has complained about the workplace.

Another category of liability is for protec-
tion that extends to non-work related con-
duct. Certain states such as New York have
statutes that prohibit discrimination based
on legal recreational activities. Michigan does
not have this statutory protection. For this
reason, companies that are only operating in
Michigan should have much more discretion
under common law to regulate the lifestyles
and off-duty conduct of employees.”* As an
example, a Michigan court held that even if
an employer had minimal or no factual basis
for its decision to exclude employees from
employment based on their associations, it
would not be a public policy exception to
the at-will employment rule.”® Similarly, the
Sixth Circuit Court applying Michigan law
has upheld a number of decisions that at-
will private sector employers can dismiss an
employee for certain types of relationships
and conduct that is not approved by the em-
ployer.®

A third area of concern relates to poten-
tial violations of the National Labor Rela-
tions Act. If an employer takes any action
to restrain an employee’s effort to organize
other employees related to a labor dispute,
this could constitute an unfair labor practice.
Due to the low cost and effectiveness of so-
cial networking sites, it is likely a medium
that unions either currently or will use to or-
ganize. Employers should be mindful of not
interfering in this process.

One of the most significant areas of con-
cern is the right of privacy.* There are four
commonly recognized varieties of invasion
of privacy in Michigan. The two that are per-
tinent to employment law and these issues
are: (1) intrusion on the employee’s seclu-
sion or solitude into its private affairs, and
(2) public disclosure of embarrassing private
facts about the employee.* This was also one
of the claims that was asserted and adjudi-
cated in federal district court in New Jersey.*
The plaintiffs were employees of a restaurant
group. They created a group on MySpace
and posted comments “venting” about their
employer. The group was entirely private
and “could only be joined by invitation.” A
manager of one of the restaurant group’s lo-
cations asked one of the plaintiffs to provide
a password to access the site. The plaintiff
was never explicitly threatened with adverse

employment action, but she stated that she
gave her password to management because
she believed she would have “gotten in some
sort of trouble” if she did not. The group of
employees filed suit alleging, among other
claims, invasion of privacy. In analyzing the
claim, the court stated that privacy interests
must be balanced against an employer’s in-
terest in managing the business. In apply-
ing these principles, the court indicated the
plaintiffs had created an invitation only In-
ternet discussion space and that they had an
expectation that only invited users would be
entitled to read the discussion. On this basis,
the court held that there was an issue of ma-
terial fact as to whether one of the employees
had voluntarily provided authorization to
access the Web site. If this case provides any
precedent for courts in other jurisdictions,
employers could be exposed to liability if
they take strong-arm action in accessing em-
ployees’ profiles on social networking sites.

The federal Computer Fraud and Abuse
Act may also be at issue for employers.* This
statute makes it illegal to “intentionally ac-
cess without authorization a facility through
which an electronic communication service is
provided” or intentionally exceed authorized
use of information.* This type of activity can
result in both criminal and civil liability, as
seen in Pietrylo.* In Pietrylo, the court focused
on what is “conduct authorized” under the
statute. Based on a dispute in facts, the court
concluded that summary judgment should
be denied and the lower court needed to de-
termine whether authorization was in fact
freely given.

The last area that this could arise is defa-
mation. Although no cases currently discuss
this theory, it could conceivably arise in a
context in which information that is ultimate-
ly incorrect is learned on a social network-
ing site and then it becomes disseminated to
other employees and even outside the orga-
nization. To the extent this fits within the ele-
ments of defamation, it could also expose an
employer to liability.

All of these issues underscore the liability
exposure of an employer’s use of social net-
working sites and highlight the importance
of having a clear and consistent policy re-
garding its use of social networking sites.
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What Considerations Should
Employers Address in Their
Employee Handbooks?

There are a number of issues that an employ-
er can proactively address in their employee
handbook regarding social media policy."
The first is to require employees to be clear
that their opinions are not the views of the
company and to make this evident within
the posting of information. More generally,
a policy should require that employees exer-
cise good judgment in communications that
relate directly or indirectly to the company.
To eliminate any invasion of privacy claim,
the policy should be clear that employees
do not have any expectation of privacy in
their use of the Internet. Employees should
also be notified that conduct in violation of
the policy could result in discipline includ-
ing, termination based on conduct that is
defamatory, obscene, libelous, or disloyal to
the company. Further, the policy should also
make clear that the sharing of confidential,
proprietary, or private information is pro-
hibited and that any trademarks or service
marks cannot be used without permission
of the company. In addition, there should be
an outright prohibition on selling or promot-
ing of product or services that compete with
the company. Finally, not to stifle the use of
social networking sites for valid purposes,
employees should be encouraged to consult
with the human relations department to deal
with any issues proactively.

Conclusion

It is undeniable that the use of social net-
working sites has exploded in recent years.
Businesses are adopting and seeing the value
in using these sites. This use has been extend-
ed to employment issues. While this infor-
mation can be very valuable to employers
(in terms of making employment decisions),
there are a number issues that employers
should be advised on to minimize the like-
lihood of a claim by an applicant who has
not been hired or an employee who has been
disciplined or terminated based on informa-
tion that was made available through social
networking sites.
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