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Our Section

Sometimes ambiguity is a good thing. When
a senior partner invites a new associate to a din-
ner party but serves a poorly prepared meal, it is
not a time for the associate to be completely can-
did. When asked how he liked the meal, “interest-
ing” or “original” are much more diplomatic re-
sponses. They apply equally whether the associ-
ate liked the meal or not and, therefore, avoid the
awkwardness that would follow a precise an-
swer to the partner’s question. Ambiguity can
serve more noble purposes as well. It can make a
statement more comprehensive. For example,
the World Wildlife Fund is concerned with a
broader range of animals than is Trout Unlimited
(although I recommend them both as worthy
causes). Your council is struggling to determine
whether “Computer Law Section” is a good use
of ambiguity or whether the section should
change its name. Suggested new names include
“Computer and Information Technology Sec-
tion,” “Computer and Internet Law Section” or
“Cyberspace and Computer Law Section.”

No Title-Object Clause requires the section’s
name to reflect its purpose but it is probably a
good idea. Attorneys or others with whom we
deal should gain some sense of our substantive
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By Paul ). Raine,
Attorney at Law

By Any Other Name

focus from the section’s name. That said, there can be little doubt that
the name “Computer Law Section” is ambiguous. What precisely is
“Computer Law”? The term applies equally to copyright protection for
software as it does to e-commerce agreements or information technol-
ogy licenses or Internet privacy issues. We have presented this broad a
range of topics at our Spring networking luncheons, annual meeting
programs and recent council meetings.

Fundamentally, section members’ interests and expectations deter-
mine the section’s focus. National organizations may adequately in-
form you about protecting software with patents but not about the
peculiar impact of Michigan statutes on e-commerce. On the other
hand, members may rely on the section to present local seminars on
topics of interest even if there are no particularly unique aspects to the
topics under Michigan law. These are the expectations your council
must gauge to determine the section’s purpose.

There are other considerations, of course. Continuity is valuable.
We will not change the name if our members and fellow attorneys
already associate a clear understanding of our mission with the name
“Computer Law Section.” Your input on this decision is very impor-
tant. 1 urge you to contact Gregory L. Ulrich (gulrich@cmda-
law.com), chairperson of the committee investigating the name
change, with your thoughts, suggestions and concerns. | am interested
in them as well.

Jeffrey G. Raphelson, Chairperson Computer Law Section
100 Renaissance Center, 34% Floor
Detroit, Michigan 48243

Jjraphelson(@bodmanlongley.com

Seminar Reimbursement Program
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Paul J. Raine
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PO Box 99773
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praine@home.msen.com

Statement of Editorial Policy

The aim and purpose of the Michigan
Computer Law Section of the State Bar of
Michigan is to provide information
relative to the field of computer law, and
other information that the section
believes to be of professional interest to
the section members.

Unless otherwise stated, the views
and opinions expressed in the Michigan
Computer Lawyer are not necessarily
those of the Computer Law Section, or
the State Bar of Michigan.
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Carnivore: Devouring Our Right to Privacy

By Nina Korkis --Second Place Winner, Ed Langs Writing Competition 2000

Nina Korkis is now an assistant prosecuting attorney for the Wayne County Prosecutor’s Office.

The Internet has become a necessity and permanent fixture
in most workplaces, schools, and libraries. Millions of people
use the Internet to access electronic mail (e-mail), shop, or just
surf the World Wide Web. The growing reliance on computers
and the Internet has vastly increased the potential for govern-
ment to use electronic surveillance to invade its citizens’ private
lives.! Anytime individuals use the Internet, they are leaving
behind a series of electronic footprints that can be tracked and
monitored by the government. As a result, individuals are losing
the ability to physically lock away sensitive information from
government eyes.”

With the advent of the digital age, old crimes are being com-
mitted through new means, which poses challenges to law en-
forcement agencies trying to carry out their duties. However, a
system such as Carnivore cannot be squared with the Fourth
Amendment or the Electronic Communications Privacy Act
(ECPA), which was adopted to implement Fourth Amendment
principles in the context of electronic surveillance. Carnivore
violates the essence of the Fourth Amendment, which is to pro-
tect individual privacy rights against general searches by the
government, into the private communications of innocent per-
sons.

Subtler and more far-reaching means of invading privacy
have become available to the Government. Discovery and in-
vention have made it possible for the Government, by means
far more effective than stretching upon the rack, to obtain dis-
closure in court of what is whispered in the closet.’

CARNIVORE

A. What is Carnivore?

The Federal Bureau of Investigation (FBI) created Carnivore
in February 1997 under the name Omnivore.* In June 1999,
Omnivore was replaced by a system called Carnivore, which is
specialized software that runs on Microsoft Windows.® Carni-
vore is a “network sniffer” or “black box” which can intercept
large volumes of e-mail and other forms of electronic commu-
nication passing through an Internet Service Provider’s (ISP)
network once plugged directly into an ISP’s data center.’
Theoretically, Carnivore can scan millions of e-mail messages
per second, processing as much as six gigabytes (6,000 mega-

bytes) of data every hour.” In practice, the FBI contends that
Carnivore scans the subject lines and headers of e-mail mes-
sages to identify communications among selected individuals
who are the targets of a criminal investigation.®

The public first learned of Carnivore when an attorney for
Earthlink Inc. (Earthlink), an ISP, informed the House Judi-
ciary Committee that the FBI was forcing the company to in-
stall Carnivore on its network to execute court-ordered surveil-
lance of criminal suspects.” Earthlink allowed the FBI to install
Carnivore at a network test site and it caused network perfor-
mance problems and crashes.!® Unfortunately, the FBI would
not allow Earthlink to examine Carnivore to resolve whether its
capturing of e-mail and other traffic violated the privacy rights
of its customers."" Therefore, due to network problems and
the serious threat to the privacy rights of its subscribers,
Earthlink refused to install Carnivore on its network.'””? The
FBI’s reluctance to disclose information about Carnivore has
fueled nationwide controversy over the device.

B. What are Carnivore’s technical capabilities?

As a result of the public uproar over Carnivore, on July 24,
2000 and September 6, 2000, the United States Senate heard
testimony about Carnivore from various people, including law
enforcement officials, civil liberties groups, ISP owners, and
law professors. The testimony was intended to furnish the
public with technical details concerning Carnivore, as well as
its constitutional implications.

Donald M. Kerr, Assistant Director of the FBI, testified that
“Carnivore is a very effective and discriminating special pur-
pose electronic surveillance system . . . which the FBI has
developed to carefully, precisely, and lawfully conduct elec-
tronic surveillance of electronic communications occurring
over computer networks.””® Mr. Kerr further explained how
Carnivore’s special “filtering” process operates in stages.'*
First, Carnivore filters a portion of an ISP’s high speed net-
work traffic (specifically binary code).'® Binary code are the
streams of 0’s and 1’s that flow through an ISP’s network.'®
Carnivore scans millions of 0’s and 1’s to find out whether the
particular identifying information on a criminal subject is avail-
able."” Second, if the criminal subject’s identifying information
is detected, that information alone is segregated for additional

continued on page 4
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filtering or storage.'® Theoretically, all of the other millions of
0’s and 1’s associated with other (innocent) communications
“are instantaneously vaporized after that one second.”' Third,
after “exclusively” filtering the criminal subject’s information
for further processing, Carnivore determines, as required by
the wording of the court order, “if it is supposed to compre-
hensively collect communications content . . . or, alternatively,
whether it is only to collect pen register or trap and trace trans-
actional and addressing information.”® Mr. Kerr assured the
Senate that all of the filtering and processing occurs in the Car-
nivore “box” and that “what finally reaches the hands of FBI
personnel in every case is simply and only that particular infor-
mation lawfully authorized by the court order — and no
more.””" Finally, for evidentiary purposes, Carnivore is also
designed to keep records of the information it collects.?

In addition, Mr. Kerr stated that ISP’s should not be fearful
about Carnivore’s use with their networks.? According to Mr.
Kerr, “Carnivore is only installed in that small segment of the
computer network through which the criminal subject’s com-
munications traffic will pass.”* Carnivore is purportedly con-
nected to the network by a bridging device that makes it physi-
cally impossible for it to transmit into the network.” Further-
more, Carnivore is only attached to the network after consulta-
tion with, and after obtaining the agreement and assistance of,
technical personnel from the ISP.%

Testimony from Peter William Sachs, an attorney and presi-
dent of a Connecticut-based ISP, was also presented before the
House of Representatives on July 24, 2000 concerning Carni-
vore and its capabilities.”’ Mr. Sachs explained how e-mail
works to better understand the controversy surrounding Carni-
vore.”® Initially, “when an email message leaves a sender’s
computer, it is broken up into unintelligible pieces of data called
packets.”” Next, “each packet knows where it came from and
how to get where it’s going because each packet contains the
addresses of the sender and of the recipient, just like an enve-
lope.” Finally, the packets navigate the Internet and arrive at
the recipient’s ISP.! Upon arrival at the ISP, “the packets are
reassembled by mail server software into a useful form and
stored in the recipient’s mailbox until the recipient retrieves
it.”*

Mr. Sachs disagreed with Mr. Kerr’s claim that “Carnivore
has the surgical ability to intercept only those messages that are
the subject of a lawful order while ignoring the rest.”* Mr.
Sachs asserts that this is possible only if Carnivore can detect
and then monitor only the IP** address assigned to the target
during a particular online session.** Furthermore, to accom-
plish its task, “Carnivore would have to continually monitor all
logins to find the one login it is looking for.”*¢ According to Mr.
Sachs, “intercepting all logins is the functional equivalent of
intercepting the telephone number of every call initiated by ev-
ery customer of a particular telephone carrier.” Mr. Sachs
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also made it clear that if the FBI wanted to accomplish its task,
it would have to actually view each message to see if it con-
tained incriminating information.®® Mr. Sachs confessed that
the secretive nature of the Carnivore system prevented him
from explaining the precise deficiencies in the system and that
“exactly what Carnivore does remains a mystery.”* Therefore,
because Carnivore is so intrusive and poses a serious threat to
the privacy rights of ISPs and Internet users, it should be ex-
amined in light of Fourth Amendment principles.*
Civilization is the progress toward a society of privacy.!

II. THE FOURTH AMENDMENT

A. A Brief Overview of the Fourth Amendment

During the pre-Revolutionary War period, English officers
were granted unfettered discretion, through the use of general
warrants, to search anywhere and anytime they pleased for
goods imported in violation of British tax laws.** It is generally
well accepted that “indiscriminate searches and seizures con-
ducted under the authority of general warrants were the imme-
diate evil that motivated the framing and adoption of the Fourth
Amendment.” Thus, as a result of the unreasonable law en-
forcement practices employed by English officers, the Fourth
Amendment was adopted, which states: “The right of the
people to be secure in their persons, houses, papers, and ef-
fects, against unreasonable searches and seizures, shall not be
violated, and no Warrants shall issue, but upon probable cause,
supported by Oath or affirmation, and particularly describing
the place to be searched, and the persons or things to be
seized.”* As technology advanced, government officials began
employing new types of sophisticated eavesdropping devices
to aid in their law enforcement duties. Thus, courts were
forced to re-examine Fourth Amendment principles in light of
new technological advances which posed a threat to individual
privacy rights.

B. The Fourth Amendment and Electronic Surveillance

In Olmstead v. United States,* the court promulgated Fourth
Amendment principles in the context of wire-tapping phone
conversations. The issue before the Court was whether the use
of evidence of private telephone conversations, intercepted by
wire-tapping, amounted to a violation of the Fourth and Fifth
Amendments.*® The defendant was convicted of leading a con-
spiracy to violate the National Prohibition Act.*” Federal offic-
ers obtained information about the conspiracy by intercepting
messages on the telephones of the conspirators.*® The Court
stated that the historical purpose of the Fourth Amendment “di-
rected against general warrants and writs of assistance, was to
prevent the use of governmental force to search a man’s house,
his person, his papers and his effects; and to prevent their sei-
zure against his will.”* In affirming the defendant’s convic-




tion, the Court held that because there was no search of any-
thing material or tangible, or any kind of actual physical tres-
pass upon the property of the defendant, there was no violation
of the Fourth Amendment.*

After almost forty years, the Court reversed Olmstead’’ in
Katz v. United States.>* In Kaiz, the defendant was convicted
of violating 18 U.S.C. sec. 1084, which criminalized interstate
transmission by wire communication of bets or wagers.>* The
defendant was seen placing calls from three public telephone
booths on an almost daily basis.>* FBI agents planted micro-
phones on the outside of the public telephone booths used by
the defendant.®® The FBI obtained records of the defendant’s
end of a series of phonecalls, which revealed that the defendant
was engaged in interstate gambling.* In affirming the
defendant’s conviction, the court of appeals held that there had
been no violation of the Fourth Amendment because there was
no physical entrance into the area occupied by the defendant.>’
However, the United States Supreme Court disagreed with the
reasoning of Olmstead and the court of appeals and stated, “the
Fourth Amendment protects people, not places.”® The Court
rejected the government’s argument that the defendant did not
enjoy an expectation of privacy in the phone booth because it
was partly made of glass and was visible to those outside.*
Instead, the Court stated that what the defendant “sought to
exclude when he entered the booth was not the intruding eye —
it was the uninvited ear. [The defendant] did not shed his right
to do so simply because he made his calls from a place where
he might be seen.”® The Court held that “the government’s
activities in electronically listening to and recording the
[defendant’s] words violated the privacy upon which he justifi-
ably relied while using the telephone booth and thus constituted
a ‘search and seizure’ within the meaning of the Fourth
Amendment.”®! Thus, a defendant raising a challenge to a gov-
ernment search or seizure must show that he or she: (1) has a
subjective expectation of privacy, and (2) the expectation is
one that society accepts as objectively reasonable.®

THE ELECTRONIC COMMUNICATIONS
PRIVACY ACT OF 1986 (ECPA)

A. Pre-ECPA Principles

As a result of the United States Supreme Court’s decision in
Katz,% Congress recognized the need to enhance the protec-
tion of privacy rights by enacting Title III of the Omnibus
Crime Control and Safe Streets Act of 1968 (Title I1I).** With
the passage of Title III, Congress intended to effectuate two
central purposes: (1) protecting the privacy of wire and oral
communications, and (2) outlining the proper circumstances
and conditions under which an interception of wire and oral
communications may be authorized.®® However, with the ad-
vent of new technology, the absence of protection of privacy
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interests in electronic communications created serious prob-
lems, such as electronic espionage and computer hackers.*
In 1986, Congress broadened Title III to include protection of
“electronic communication” and renamed it the Electronic
Communications Privacy Act (ECPA).%” According to a Senate
Report,*®® the ECPA was designed to make sure the law ad-
vanced with technology and to ensure the continued vitality of
the Fourth Amendment.®® The ECPA created the two most im-
portant statutory safeguards against unwanted searches of
electronic communications and data:”® Title I’' and Title 11,7
as codified in Title 18 of the United States Code (Crimes and
Criminal Procedure).

B. ECPA Principles

Title I of the ECPA regulates the interception and disclosure
of wire,” oral,” or electronic communications.” The ECPA
does not require that communications be transmitted via com-
mon carrier.”® Under the ECPA, “electronic communication” is
defined as “any transfer of signs, signals, writing, images,
sounds, data, or intelligence of any nature transmitted in whole
or in part by a wire, radio, electromagnetic, photoelectronic or
photooptical system that affects interstate or foreign com-
merce.””’

Electronic communications on the Internet fall within this
definition because the Internet affects interstate or foreign
commerce. Title I protects only the content of a communica-
tion, not the existence of a communication.”® Thus, law en-
forcement officials “can lawfully determine the identities of the
computer systems that one accesses, and can monitor the re-
cipients and sources of one’s electronic mail, so long as the
contents of the communications are not intercepted.”” The
ECPA only protects private communications.** Therefore,
electronic communications, such as chat rooms, that are
readily accessible to the public, are not protected by the ECPA.
Furthermore, Title I applies only to the interception of trans-
missions.®!

Title II of the ECPA affords statutory protection to stored wire
or electronic communications from unauthorized access.®?> An
individual or an entity violates Title II by intentionally accessing
or exceeding his or her authorization to use an electronic com-
munication facility, and then obtaining, altering or preventing
authorized access to a stored electronic communication.®*> The
most crucial aspects of Title Il “prohibit private citizens from
gaining unauthorized access to stored electronic communica-
tions and enumerate specific procedural requirements for a
government entity to gain access to stored electronic commu-
nications.”® Law enforcement officials may gain access to
electronic communications that have been stored less than 180

Continued on page 6
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days only when approved by a valid warrant.® Subsequently, if
an electronic communication is stored longer than 180 days,
law enforcement officials may obtain access to it via grand
jury, trial subpoena, or court order supported by a reasonable
belief that the contents of the communication are relevant to a
criminal investigation.®*® In addition, Title I “prohibits the
nonconsensual disclosure to government entities of informa-
tion other than the contents of communications to the govern-
ment, unless compelled by subpoena, warrant, or court or-
der.”® Title Il protects information such as the identities of e-
mail subscribers, the types of services the subscribers use, and
where a subscriber is physically located.®® Thus, stored elec-
tronic communications enjoy more statutory protection than
electronic communications that are in transit.

LEGAL ISSUES IN CYBERSPACE

A. The Internet

The Internet is not a tangible entity, “but rather a giant net-
work which interconnects innumerable smaller groups of
linked computer networks.”® The Internet was created in
1969 by the Advanced Research Project Agency (ARPA), and
was named ARPANET.” Initially, it was a defense-related re-
search tool used mainly by the military and university laborato-
ries.”! Tt later evolved far beyond its original intended use to
become a global communications medium for people all over
the world.”? “No single entity . . . administers the Internet . . .
There is no centralized storage location, control point, or com-
munications channel for the Internet, and it would not be tech-
nically feasible for a single entity to control all of the informa-
tion conveyed on the Internet.””* The most common method
of accessing the Internet is to use a “personal computer with a
modem to connect over a telephone line to a larger computer or
computer network that is directly or indirectly connected to the
Internet.”*

B. Electronic Mail

Once connected to the Internet, individuals have a variety of
different ways to communicate with each other, most notably,
using electronic mail (e-mail) and chat rooms.” E-mail is a
form of private communication in which the sender of an e-
mail message uses a keyboard to type a message into a com-
puter and a modem transmits the message over a telephone line
to a recipient through the Internet.”® Sending e-mail is similar to
sending a first class letter.”” Like postal mail, “e-mail on the
Internet is not routed through a central control point, and can
take many and varying paths to the recipients.””® However,
unlike postal mail, e-mail “generally is not sealed or secure, and
can be accessed or viewed on intermediate computers between
the sender and recipient (unless the message is encrypted).””
Generally, with e-mail, messages are transmitted for people to
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read or access at a later time. Chat rooms, however, provide
“real time communication” whereby individuals on the Internet
can engage in immediate communication with other people on
the Internet.'® Chat rooms are analogous to a telephone party
line, using a computer and keyboard rather than a telephone.'!

One example of an ISP, which provides such services, is
America Online (AOL). AOL is a private company that charges
monthly fees based upon the number of hours one spends on-
line.!” As part of the registration process, AOL requires the
subscriber to “provide his or her name, address, and billing
information, and an account is created for that individual on the
system.”'® The subscriber then must choose at least one
screen name, but has the option of choosing up to five, which
becomes the subscriber’s identification on-line.'” No two
subscribers will have the same screen name.'® The subscriber
also must use a password to access the system.!% In addition,
“all e-mail is stored in AOL’s central computer for access and
retrieval for 5 weeks to allow for the possibility of vacations
and extended trips, and then messages are purged from the
system.””” The question of whether individuals enjoy a rea-
sonable expectation of privacy in e-mail messages has been
debated by courts. While there have not been many cases spe-
cifically addressing this issue, some courts have found that e-
mail messages enjoy Fourth Amendment protection.

C. Cases Finding A Reasonable Expectation of Privacy In
E-mail Messages

In United States v. Maxwell,'®® the defendant, a Colonel in
the U.S. Air Force, was convicted of the communication of
indecent language, knowingly distributing obscene material,
and knowingly transporting or receiving child pornography in
interstate commerce.!” In 1991, an AOL subscriber reported
to the press that child pornography was being distributed on
AOL."° This report ultimately resulted in an FBI investigation,
which included securing a warrant to search AOL’s computer
bank.""" After the FBI received information from AOL and re-
viewed its contents, it was discovered that the defendant was
involved in the investigated activities.!"? The FBI then con-
tacted the Air Force of Special Investigations (AFOSI), which
conducted its own investigation of the defendant using all of
the seized material from the FBIL.!'* AFOSI agents seized
defendant’s Apple Macintosh computer from his quarters.!*

One of the main issues before the court was whether de-
fendant, as a subscriber to AOL, possessed a reasonable ex-
pectation of privacy in the e-mail messages he sent and/or re-
ceived, which were stored in AOL’s computers.!’®* In deter-
mining whether defendant had a reasonable expectation of pri-
vacy, the court distinguished AOL from the Internet and stated
that with AOL “e-mail messages are afforded more privacy
than similar messages on the Internet, because they are pri-
vately stored for retrieval on AOL’s centralized and privately-




owned computer bank located in Vienna, Virginia.”''® The
court also asserted that when an individual sends messages on
the computer, the Fourth Amendment expectation of privacy
diminishes on a sliding scale.!'” For example, “the more open
the method of transmission, such as the ‘chat room,’ the less
privacy one can reasonably expect.”'’® Drawing from ex-
amples of mediums in which people have a reasonable expecta-
tion of privacy, such as sending first-class mail and making a
telephone call, the court acknowledged that “the transmitter of
an e-mail message enjoys a reasonable expectation that police
officials will not intercept the transmission without probable
cause and a search warrant.”'" The court found that the pos-
sibility a “hacker” might intercept an e-mail message did not
diminish the legitimate expectation of privacy an e-mail mes-
sage should receive.!®* Thus, the court ultimately held that an
expectation of privacy exists in e-mail transmissions made on
the AOL service.'”!

United States v. Charbonneau' also involved an FBI in-
vestigation into child pornography on the Internet. In this case,
FBI agents would access AOL, specifically chat rooms, and
pose as pedophiles.!® The agents observed a user named
“Charbyq” sending child pornography, and obtained a search
warrant to identify the user as the defendant.!**

One of the issues before the court involved a motion to
suppress any statements made by defendant while on the
Internet using AOL.'% Citing Maxwell, the court stated “defen-
dant possessed a limited reasonable expectation of privacy in
the e-mail messages he sent and/or received on AOL.”'** How-
ever, unlike the defendant in Maxwell, the defendant here
sought to suppress all of the statements he made in AOL chat
rooms.'”” The court stated that when defendant used the AOL
chat rooms, he ran the risk of “chatting” with an undercover
agent, and that such statements are not protected by the Fourth
Amendment.'?® In denying the defendant’s motion to suppress,
the court stated that “defendant could not have a reasonable
expectation of privacy in the chat rooms.”!?

Maxwell and Charbonneau may not be the final authority
on whether an expectation of privacy exists in e-mail messages
communicated over an ISP. However, the reasoning of both
cases is highly persuasive, and should serve as a benchmark
for future courts that are confronted with this issue. Both
cases demonstrate that society is willing to accept an expecta-
tion of privacy in their e-mail messages.

CARNIVORE THREATENS PRIVACY RIGHTS

A. Carnivore Performs Illegal Searches in Violation of
the Fourth Amendment

Carnivore is an Internet wiretapping device that violates
the rights of all individuals using the services of an ISP. Be-
cause Carnivore “intercepts all communications coming from
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or going to an ISP, including communications outside the
scope of the court order, it amounts to an unwarranted intru-
sion upon [the] privacy rights of non-targeted persons.”'® The
searches conducted using Carnivore are much like general
warrants because they are broad and abusive, and are led by
executive officials with unlimited discretion.

At least two courts have found that an expectation of pri-
vacy exists in e-mail transmissions made on an ISP’s network.
The sending of an e-mail message is often compared with
sending a first class letter. This analogy is useful because it
illustrates the level of privacy individuals attribute to their e-
mail communications. The fact that individuals must use a
password to send or receive e-mail also demonstrates the ex-
tent to which individuals will go to keep their e-mail private.
Carnivore simply cannot be squared with the Fourth Amend-
ment because it gives law enforcement officials carte blanche
authority to access the e-mail communications of innocent
people.

B. Carnivore Violates the ECPA

1. The ECPA Protects E-Mail Messages
Although the ECPA does not specifically mention “e-mail,” the
statutory language provides protection for “electronic commu-
nication.” The legislative history of the statute indicates that the
legislature anticipated that the ECPA protections against inter-
ception and disclosure would also apply to e-mail messages."!
The stringent ECPA requirements governing wiretaps apply to
Carnivore when it is used to capture the content of e-mail mes-
sages or other electronic communications." Furthermore,
both the subject line and text of an e-mail message are content,
which law enforcement officials may intercept only under a
wiretap order.'*
2. Law Enforcement Officials Should Be Prohibited
From Installing Carnivore on an ISP’s Network Under the
Low Threshold Required For Pen Registers and Trap and
Trace Devices
Unlike a conventional wiretap, pen register,** or trap and trace
device,'®® Carnivore gives the FBI access to all of the traffic
over an ISP’s network, instead of targeting specific communi-
cations pursuant to a valid court order. The FBI claims that
Carnivore can be used as the Internet functional equivalent of a
pen register or trap and trace device that provides information
about the source or destination of a telephone call.’** However,
the address and header information contained in an e-mail mes-
sage provides far more detail about the interests of the person
sending the e-mail than a dialed number on a telephone.'*’
The law prescribes a far lesser threshold for obtaining a pen
register order than it does other forms of electronic surveil-
lance.”® The ECPA provides that a court “shall enter an ex

Continued on page 8
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parte order authorizing the installation and use of a pen register
or trap and trace device” where a law enforcement officer cer-
tifies that the “information likely to be obtained is relevant to an
ongoing criminal investigation.”'* The reason for this is that
more limited information is acquired from a pen register or trap
and trace device. However, an order to intercept the content of
electronic communications requires a showing of probable
cause that the target has committed a specific felony outlined in
the statute.'® The judge might grant a request for such an in-
terception if there is a showing of probable cause, an indication
that normal investigative procedures have failed, the identity of
the person whose communications are to be intercepted, and
the particular type of communication sought to be inter-
cepted.'!

Law enforcement officials are obtaining ex parte orders for
the installation of Carnivore at various ISPs under the low stan-
dards required for a pen register or trap and trace device on a
showing that a specified communication is relevant to an ongo-
ing criminal investigation.'* In other words, law enforcement
officials have broad leeway to seek such an order without the
probable cause required for searches under the Fourth Amend-
ment. This is very problematic because the information re-
vealed by Carnivore is much more invasive than the telephone
numbers revealed by a pen register.!** Pursuant to a Carnivore
search of all the traffic over an ISP’s network, the government
“has access to the identity of the recipient and sender of the
specified communication, and, in the case of URL addresses,
to search the terms that may have been entered in an Internet
search.”' Although the United States Supreme Court has held
that “citizens have no reasonable expectation of privacy in in-
formation, like telephone numbers, that they have voluntarily
turned over to the phone company and that they expect the
phone company to record,”most citizens probably would not
feel the same about their personal records of Internet searches
and reading habits.!**

3.  The Pen Register and Trap and Trace Concepts in
the ECPA Are 1ll-Suited for the Internet

The pen register and trap and trace concepts set forth in the
ECPA simply do not fit well in cyberspace.'* The pen register
and trap and trace rules under the ECPA do not seem to apply to
ISPs and the Internet.'” Just from reading the definitions
above, it is clear that Congress intended for these provisions of
the ECPA to refer only to devices used in connection with tele-
phones.'* Even though information in e-mail is transmitted
over telephone lines, this does not transform the facilities of an
ISP, such as AOL, into “telephone lines.”'* Therefore, pen
registers, trap and trace devices, and Carnivore are “installed
on the data network of an ISP, not on a telephone line, and the
information which may be intercepted is not limited to that
transmitted over a single subscriber line.”'*® Because the
Internet runs on a packet-switched network,'*! instead of a

G

circuit-switched  network,'> Carnivore’s interception of
packetized information allows the government to receive both
identifying information and content.

C. Carnivore is Unnecessary

Carnivore is unnecessary because an ISP can easily supply
the FBI with all of the information it needs in a timely, accurate
and efficient manner, and, most importantly, without imposing
upon the privacy rights of those who are not the subject of the
investigation.!** According to Peter William Sachs, owner of a
small ISP in Connecticut, “an ISP can intercept any
subscriber’s incoming and outgoing email messages to the ex-
clusion of all others.”’** In fact, ISPs can perform such a ser-
vice without a specialized computer system or special pro-
gramming skills.””® To support his statements, Mr. Sachs
asked one of his system engineers to create a program that
could intercept all of his electronic communications on the
Internet.'® According to Mr. Sachs, “in less than an hour, all of
the words [he] sent or received via email appeared on [the sys-
tem engineer’s] computer in plain, legible text.”'>” In addition,
“an ISP can easily exclude all communications that are outside
the scope of the court order without ever looking at them be-
cause an ISP can and does detect each login as part of its inter-
nal operation.”"® Using this method, only the messages of the
target are intercepted and unwarranted intrusions are avoided
altogether.'”

VI. CONCLUSION

The Internet will remain a powerful tool for the future. The
relative inexpensiveness and simplicity of sending and receiv-
ing e-mail messages will secure e-mail as a leading communi-
cation tool in today’s society. Carnivore, which is capable of
scanning millions of e-mail messages per second, purportedly
retains only the messages of a specified target, yet the entire
process takes place without the scrutiny of both ISPs and
courts. This kind of unbridled discretion from government of-
ficials is precisely the type of abuse the framers of the Fourth
Amendment and the ECPA sought to prevent. The FBI should
release Carnivore’s source code so that it may be examined in
light of the Fourth Amendment and the ECPA.'® Until the FBI
divulges significant information about Carnivore, individuals
should use encryption'®! to protect the privacy of their e-mail
messages.
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Computer Law Section
Seminar Reimbursement Program

If you’re a member of the Computer Law Section, you may be eligible to receive reim-
bursement for the cost of attending a computer law related seminar. If approved, you need
only agree to submit a written article summarizing the seminar for publication in the
section’s newsletter and make an oral presentation at a section meeting.

To apply for reimbursement under this program, at least 4 weeks before the seminar send
the following information along with your request for reimbursement to one of the reim-
bursement program coordinators, David Syrowik at dsyrowik(@brookskushman.com or
Kimberly Paulson at paulson@millercanfield.com:

1. Your name, address, phone number, and e-mail address.

2. The name, date, location, and description of the seminar you wish to attend, as well
as its cost. Please retain a copy of the seminar’s brochure to submit to the Council
for approval.

3. Identification of the portions of the seminar you intend to attend and report on.

Within two weeks of your request, the Council of the Computer Law Section will make a
determination on your request and notify you of its decision. If your request is approved,
reimbursement will be provided upon completion of the written and oral presentations.
Determinations as to whether a request is granted, and how many are granted, are within
the sole discretion of the Council.
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