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| ctober 2018 marked the 15th anniversary of National
| O Cybersecurity Awareness Month, an initiative to raise
' the awareness of cybersecurity. Many businesses
have been advised to maintain cyber liability insurance. With
increasing frequency, our clients must maintain this coverage
as a condition of doing business with potential customers.
The growth of cybersecurity and privacy regulation makes
maintenance of best practices for cybersecurity a requirement,
not an option. Regulators are ever more aggressive in inves-
tigating breaches, and are imposing substantial penalties and
fines with increased vigor.!

The horror stories from businesses that failed to secure data
are voluminous and widely known. The widespread nature of
the failure to secure data and cyber liability insurance suggests
that many of our clients are not taking the risk seriously, be-
lieving that a breach will never happen to them. Whether our
clients have reacted appropriately or remain in denial, they
are increasingly required by existing and potential customers
to produce proof of cyber liability insurance with specified
limits of coverage, demonstrate compliance with privacy and
data security regulations, or both. For lawyers counseling busi-
nesses, assume that questions regarding cyber risks and re-
lated liability coverage will end up on your desks.
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A list of the questions we are (or soon will be) asked by
our clients follows. In this article, we attempt to provide
answers and insights to common cybersecurity and insur-
ance questions:

e Do existing liability coverages extend to cyber liability?
e What is covered in the available cyber liability policies?

e Are there data security problems not dealt with in cyber
liability policies?

e Does cyber liability coverage require the policyholder
to have a cybersecurity program in place?

e What is a cybersecurity program?

e Will we secure lower cyber liability insurance premiums
if we have a security program in place?

Does existing liability coverage extend
to cyber liability losses?

Probably not. It is unwise for business clients to rely on
their commercial general liability (CGL) policy for coverage if
a cyber-related loss occurs. Traditional CGL policies cover the
insured for losses resulting from bodily injury and property
damage. Property insurance typically addresses “direct physi-
cal loss” to tangible property. Cyber-related losses generally
involve loss or damage to data, computer programs, and other
intangible assets, and the costs of restoring data, extortion,
customer notification, ongoing identity protection for cus-
tomers affected by a breach, forensic experts, legal and pub-
lic relations experts, and more. These losses do not fall within
the ambit of CGL or property coverage.

There are cases in which coverage was extended under
general liability policies by the courts. These relatively rare
decisions often involved losses for invasion of privacy rights

AT A GLANCE

The growth of cybersecurity and privacy
regulation makes maintenance of best
practices for cybersecurity a requirement,
not an option.

Policyholders should not rely on traditional
liability insurance to provide coverage for
cyber liability losses.

Increasingly, businesses must demonstrate
adequate cyber insurance coverage and
best practices in data protection.
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and defamation under the “personal and advertising injury”
portion of the CGL coverage form.? These cases are an excep-
tion and will become increasingly rare now that the Interna-
tional Organization for Standardization (ISO) has developed
a form exclusion for cyber-related losses.? In July 2014, the
ISO released an exclusion for access or disclosure of confi-
dential or personal information and data-related liability. It
excludes coverage for losses arising from a data breach con-
cerning confidential or personal information, including pat-
ents; trade secrets; processing methods; customer lists; and
financial, credit card, health, or any other nonpublic infor-
mation. This exclusion provides a limited exception when the
breach results in bodily injury arising out of electronic data.*

Certain types of cyber liability claims might fall within the
directors and officers (D&O) liability forms or other errors
and omissions coverage, and these should be maintained for
reasons beyond the possibility that they might apply to some
aspect of a cyber-related loss. Generally, they will not provide
coverage for losses sustained in cyber incidents; if they do,
coverage will be minimal.

What do cyber liability policies cover?

Cyber liability policies typically provide first-party and third-
party liability loss coverages.

First-party coverage®
e Breach response or crisis management costs
e Data recovery and computer program costs
e Cyber extortion/ransomware loss
e Business interruption loss
e Social engineering fraud loss

e Payment Card Industry Data Security Standard (PCI-
DSS) fines

Third-party coverage”
e Data and network event liability
e Media liability®
e Regulatory defense and penalties, including privacy

Many cyber liability policies cover defense against regula-
tory claims only, without coverage for the penalties and fines
imposed by regulatory agencies. Others offer coverage for
penalties and fines along with the cost of defense. For any
company that maintains personal identifiable information
or protected health information, notification of a data breach
is necessary and required by law in many states’ In our ex-
periences, most cyber policies extend coverage for costs of
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privacy breach notification up to a specified number of poten-

tial victims. They often provide coverage for public-relations
specialists to manage potential damage to a company’s repu-
tation; attorneys to address regulatory investigations and pen-
alties; and forensic IT professionals to determine the how,
when, and scope of the breach. This “crisis management”
coverage is not an aspect of general liability, property, D&O,
or other forms of errors and omissions insurance.

Crisis management does not carry the same importance
for all businesses, but certain aspects of breach-response cov-
erage will usually be important to an insured. While most
carriers include coverage for breach response, the assistance
varies by insurer. Some policies offer a list of experts and
tutorials while others have an approved team of responders
activated upon notice of breach. At least one carrier provides
a separate limit (e.g., $1 million) that applies only to breach-
response costs and does not erode the policy’s aggregate
coverage limit."

Under most forms for third-party cyber liability, coverage is
provided on a “claims made” and reported basis. Most policies
provide for a defense, with defense expenses charged against
and reducing the aggregate limit of liability. The wrongful act
or breach need not take place during the policy period for cov-
erage to apply under most policies so long as the claim is first
made and reported to the insurer within the inclusive dates
of coverage." In addition, our experiences have been that
some carriers will provide, upon request, “full prior acts” cov-
erage, which provides coverage for an unknown incident that
occurred before the inception of coverage.

First-party liability coverage is generally for losses first dis-
covered during the policy period. In some policies, crisis man-
agement and breach remediation costs must relate to wrong-
ful acts taking place during the policy period and incurred

within a specified time (for example, 12 months) following
the wrongful act. Extortion/ransomware incidents have seen
the highest increase.'

Should a cybersecurity program be in place
before applying for cyber liability coverage?
Which should be done first—securing coverage
or establishing a security protocol?

Usually, underwriters do not require a cybersecurity as-
sessment or program before processing an application for
cyber liability insurance. Generally, underwriters do not deny
an application for insurance because these assessments have
not been completed or a monitoring program is not in place.

A cybersecurity “gap assessment” of a client’s computer net-
work and the establishment of a security-monitoring program
typically take longer to complete than securing coverage. It
is advisable to review available cyber liability policies and
apply for coverage as soon as practicable without waiting for
completion of a gap assessment.

If the client completes a gap assessment before
securing cyber liability coverage, will the
assessment result in a lower policy premium?

For first-time applicants, the answer is no. It is unlikely that
a completed gap analysis or an established security plan will
affect the initial policy premium. It will, however, expand the
pool of insurance companies willing to underwrite the risk,
and possibly provide broader coverage forms and higher pri-
mary limits. In subsequent policy years, completing a gap
assessment, remediating vulnerabilities, and establishing a
security-monitoring program (without experiencing a breach)
may result in a lower premium. Ultimately, the goal is for cli-
ents to put themselves in the best situation with the under-
writer compared to other risk.

What is a gap assessment, and what
is cybersecurity monitoring?

This depends on the security framework (regulations and
guidelines) applicable to the client’s business. Some regula-
tions and guidelines apply to a broad range of industries and
businesses,'* while others are tailored to specific markets
such as the healthcare industry or banking and financial
industries. There are state, national, and international reg-
ulations.” There are guidelines issued by industry organi-
zations that aren’t law, but reflect widely accepted best prac-
tices.'® Often, these frameworks overlap. More than one
security framework may apply to your client. Regrettably, secu-
rity within an organization is rarely addressed until there has
been a breach or an audit by a regulator. Qualified cyber-
security providers will determine the frameworks and secu-
rity protocols that will address an incident before it occurs.



The security guidelines and regulations most commonly
implicated in U.S. business are:

e PCI-DSS: The Payment Card Industry Data Security
Standard provides guidelines for the security of net-
works that maintain payment card information.”

e HIPAA and HITECH: Government-issued, mandatory
regulations for protecting personal health information.
These regulations apply to healthcare providers broadly
and to many businesses that are vendors to health pro-
viders, including law firms engaged in their business or
the defense of certain actions against them.'

e GDPR: The General Data Protection Regulation has the
force of law in European Union countries and applies
to non-EU businesses that process personal data of sub-
jects in the EU.Y

e NIST: Guidelines issued by the National Institute of Stan-
dards and Technology are not mandatory and are not a
singular set of controls, but are widely accepted; cus-
tomers may require compliance.?

e ISO: Guidelines issued by the International Organiza-
tion for Standardization consist of many sub-frameworks
pertaining to a variety of industries. ISO 27001/27002
addresses data security.?!

Security gap assessment

A security gap assessment is the first phase of most compli-
ance efforts. It evaluates an organization’s security posture and
focuses on various security principles within each department.
It identifies concerns or weaknesses in policy, procedure, and
configurations. Completing a gap assessment is an integral
step in developing an IT and organizational risk analysis,
which is a control requirement for most compliance frame-
works and an industry best practice. It should explain the vul-
nerability of the network and the steps needed to protect it.

The assessment begins with interviews of the client’s per-
sonnel to learn about how data is processed, transmitted, and
stored internally and externally. It includes an assessment of
existing digital security measures, physical security practices,
remote users, equipment (including smartphone access), and
more. A gap assessment may involve vulnerability scans or
penetration testing to detect digital pathways into a network
and its vulnerabilities.

A security gap assessment may include:

e Study of network and data flow within the organization
e Inspection of security for onsite and offsite locations
e Review of information security risk matrix

e Review of change management processes
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e Review of security incident response
e Review of disaster recovery and business continuity

e Review of new hire, employee transfer, and employee
termination processes

e Review of internal and external applications

e Review of software development processes

e Review of existing security awareness and programs
e Review of firewall and router rule sets

e Review of third-party risk assessments

e Review of internal information security policies*

Security monitoring

The second phase of a security program is the continuous
compliance of technology, people, and processes. This phase
typically includes implantation, configuration, and monitor-
ing of the same components reviewed during the gap assess-
ment. Necessary tools and resources are strategically overlaid
into the organization’s network. Security tools are implemented
to ensure a layered security strategy to protect the organi-
zation’s critical data and operations. These tools and systems
ensure continuous monitoring and real-time alerts if an at-
tempted or successful breach occurs. The monitoring of sys-
tems and applications is an integral part of a security strategy,
but so too is training. Trained personnel are the first line
of defense.?

The most common form of malicious attack is email phish-
ing, where attackers—impersonating customers, vendors, or
others—send emails hoping to get employees to click, exe-
cute, or download malicious content. Training personnel in
security awareness helps balance layered security and the re-
quirements of normal business operations. Continuous com-
pliance efforts are essential, including monitoring, mainte-
nance, and documentation on a regular basis.

Conclusion

This article was designed to answer the most basic ques-
tions about cyber liability insurance and cybersecurity pro-
grams. Ultimately, our clients will require the services of in-
surance and cybersecurity experts. Clients should know that
insurance agents who handle their business policies may not
have sufficient knowledge on cyber liability coverage to pro-
vide adequate service. Many agencies have individuals who
specialize in cyber liability coverage or associate with agen-
cies that have these specialists. Clients should inquire about
their agents’ experience in this developing area of coverage.

Cybersecurity firms have certified experts in security as-
sessments and monitoring protocols. This is not something
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that should be left to any IT vendor. Important certifications to
ask for include CISSP (Certified Information Systems Security
Practitioner), CISA (Certified Information Systems Auditor),
CEH/CPT (Certified Ethical Hacker/Certified Penetration Tes-
ter), PCIP (Payment Card Industry Professional), and HITRUST-
CSF practitioner (Health Information Trust Alliance-Common
Security Framework). Although it is not essential for a single
consultant to have all of these certifications, the greater the
areas of certification the more likely the consultant will pos-
sess the education, experience, and skills required to prop-
erly advise the client.**

It is important for counsel to verify that the compliance pro-
gram and related documentation prepared by the cybersecu-
rity vendor meet applicable statutory requirements. Clients may
have to produce this documentation in response to legal or
regulatory proceedings or for examination by potential cus-
tomers with cyber insurance and security requirements. B
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