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THE ROAD TO THE ALL-DIGITAL CLOSING:
APPLYING ELECTRONIC SIGNATURES, UETA AND E-SIGN
IN MICHIGAN REAL PROPERTY TRANSACTIONS

by Stephen L. Tupper*

when the phane rings.

Mo foayer secctiacy. P 32 oF
08 3 EH Rnie Mamdh ¥ 20D,

downloads each of the documents Barb has Just sent and
examines each onef Satisfied, she posilions the pointer
over the fint one, b promissory note, and clicks her
mouse bution, A up and prompts her to enter
her password. This Elaiyg does and the document retreats

to the background of h ter screen, indicating that
she has digitally = | the nt. The process is
repeated with a loan ementa mortgage, & security

agreement, UCC finasdcing sfatements and other
documents. A
one of Efaine’s coll pracess, using

. evel-of thed ity
A lew moments later, § nolary public, who has been
checking Elaine's ideniftication, takes over the keyboard
and nolarizes Elaine’s's digital signature with her own,
Just before closing ub her laptop, Elaine dials up her
Internet service iffer once again and e-mails all of the
electronically signed entation to the tile company
in Southfield, with ies to the bank. The bank officer
picks up a phone In the conference room and, with a few
words, the prearra wire transfer is also on its way to
the title company.

Kalamazoo, 11}37 a.m.: The rain b blocking
Main and Kalamazoo sipgets and the traffic is at a standstill
outside the Cetery City}]ynd Holding Company's offices
nswers. It's Mark, the lawyer
representing Celery City'ns tae seller, who is calling from
his Grand Rapids office.

“Hey, Pat,” says Mark]| “they're about ready lo close.
Go shead and sign the dofuments and forward them to

INTRODUCTION “Greal,” Elaine's voice comes over the speaker. *| see
It now. That should be 1t for the documentation. Il sign
Gaylord, 11:04 am.; It's a warm summer day as these and get them In the pipeline.
vendors and camival ettractions slowly but surdy transform
the street culside Barb's* window into the Alpensirasse In 'Goﬂmduﬂdaﬂ\uaqdﬁemmdﬂmywm
maﬁmﬂrhaﬂmﬂ[«ﬁvﬂ.m.andmh me,” says Barb before hanging up.

lawyer, sis at her keyboard talking 1o her dient on the

Just over her shoulder on the credenra.
“Elaina, | just e-mailed you 21 of the documents for the
closing, The kendars approved the few twasls Lhad on
the maxtgage end the e-mail | just sent you has all of the

Manistique, 11:05 a.m.: Elaine, amanager ol the
land development company, Magrathes, LLC, the buyer
hﬂnklnuclhn.hmupthphommdwat;hesﬂn
screen of her laptop computer, which I3 plugged
Into  phone Jack In the bank's conference room. She

the ttle company. You ha

¢ 2 $olary there, right?”

clicks on a succession

documents on his screen. A
and an amendment to the
proceed Into his e-mail out-

final versions attached.”

Steve Tupper 5 ! Hills
. s m&hhmﬁmmmdMMMsw“ \
M%Lam;thmm.m and licensing, mergers and acquisitions

commercial lender, recovery specialist ; §
mdMdmmth%M)m:mmMNmeDghswmmi
administering major technology relationshi h&eﬁnmardhmum.fuppnuacmﬁedmnmmenr
mm(m),ummmmmmwttmmm;mnmawmnm
" boense.

i is article and io Elaine
ﬂumtindcbhthowudLndu;nm,Nﬂnn.Jamhl&Cok.P.C.hmewinglhuuhdu
Sheshan and W. Samusl Simpson for tha resources and perspective they provided.

* All character names are purely hypothetical and none are intended to describe any achual person.

Manistique, Pat, Q
tumns at the keyboard. At the conclusion, Pat e-malls the
whola balch of ¢lectronically signed documents to the
title company.

Southfeld,12:05 p.m.: Frank is watching the
foursomes make their ways around the links of the golf
course across Evergreen Road from the offices of Big
Mitten Tile Company when his computer beeps to
announce Incoming ¢-mad, 1t's & full set of the seller's
documents fram Celery City Land Holding Company.
Frank had received the buyer and lender documents
from Magrathea and the bank n Manistique & few moments

belore and was holding them In a subdirectory on his
degkiop computer. Now he moves Celery City's seller
documents Into the same subdirectory and starts o review
them,

Joanne calls to Frank from across the hall. *]just hung
up from a phone call with the bank | have the Fed ID
number for Magrathea's wire transfer and we're ready to
wirg the funds to the seller amytime,”

*Great,” says Frank. "The restol the docs just showed
up, 35 I'll do the oulgoirg win as soon as 'm done
reviewing tham.” Frank opens each document and his
computer sysiem automatically verifies the digital
signatures on each of the documaents. Satisfied with both
the documant content and the authenticity of the digital
signatures, Frank bundles all of the recordable documents
inlo one compressed ¢-mail and sends it off to the Delta
County Reglister of Deeds In Escanaba. He calls up the
final clasing statement on his screen, checks it ong last
time and than clicks on the button that sets up the wira
transfer to the sellers, The amount, ABA routing numbers
and account Information all show on the display and
Frank authorizes the transfer with his password, A moment
Inter, Frank has finlshed markingup the tide commitments.
He digitally signs the revised commitments by swiping his
“smart card” through a reader at his computerworkstation
and punching In 8 personal identification number and
then e-mails coples to the parties. As soon 23 he recelves
electronic confirmation of recording from Delta County,
probably before he leaves for the day, he will send out
the final owrver's and lender’s tith policies. The transaction
out of his hands for the moment, he heads out for a lunch
mesling ot La Fendi.

Escanaba, 12:55 p.m.: Bill, just back from kench
at The Swedish Pantry, walks to the main desk at the Deita
County Register of Dweds’ office and nothees the Incoming
e-mail on the terminal. He double-clicks the kcon to open
it and notes that the e-mail contalns thres files: a wamanty
deed, & mortgage and a UCC fixture bling, each of which
bears elecironic signatures. The electronic signatures on the
martgage and on the deed Include those of the witnesses
and notaries public. Bill Launches the fles, examines them
forthe requisite elements and determines that allis in order.
Ancther series of keystrokes and he has verified the electronic
signahures of the grantcr, the morigagoydebtor - hawiinsmses —
and the notaries and downloaded electronic certificaies for
each of them. The computer system automatically verifies
the mates and bounds description against the county’s
database and determines that the parcel described In the
deed and in the morigage maiches a parcel for which there
bsan auisting tax identification rumbar. The sell-indexing
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Fiekds Ln the elecironic documents automatically fil In the
grmu.wmhlp\doﬂmdmﬁcldsm&ndahhu
Input acreen. Bill doublechecky them and then hits the
button to accept the Indexing Information and file the
d nts. The datab ity automatically updatex
ﬂumnb.mnhurdmhﬂuumdmlmmhﬁnm
in bwo other databases: one a Unlform Commercial Code
rm-mmmmmm.usﬁngduh
transactions ln the assessor's office. Electronic copies of
all of the documentation, now acknowledged and
electronically date-stamped, are sutomatically s-malled to
the title compary, 10 other parties who requested copies
and to the county's backup server across town. Filingfees
are deducted from the title company’s account in Chicago
In an automated transaction.

Langing, 1:38 p.m.: Like Bit, Nancy recelvesans-
mall, From her terminal in the Uniform Commarcial Code
Division of the Secretary of State’s office, she opens the
miessage and exiracts the file. This ong ks from the bank
InManisticue and it contains a financing statement covering
most of the personal property of Magrathes, LLC. After
2 few keystrokes, the financing statament ts filed and
ekctronically acknowledged coples are lmmediately sent
to the bank and to Elalne at Magrathea

Somewhere on the Garden Paninsula, Delta
County, 2:45 p.m.: Sam leans against the truck,
squinting sgainst the afternoon sun and the strong west
winds coming In off Big Bay de Noc. Taking hls paimiop
computer out of his pocket, he wakes it up and checks
his ¢-mail. Thers's a massage from Elaine, who has
forwarded a message from Blg Mitten Title confirming
that the ransaction has closed and containing electronle
copiesof all of the documents. Sam Launches the warranly
deed and contemplates it there on the LCD screen s
he Lvoluntardy digs 2 litde in the soll with the ioe of his
boot.

=So much for the land acquisition,” he says to
himsell, “Tima to get started on contruction.”

Sclence fiction? Yes and no. Recent developments in
state and federal lyw, &5 well as existing technologies,
male every step in the story possible, legal and binding.
It remains, howsver, to evaluate the technology, arive at
standardy and implemint the systems that will make it an
averyday occumence.

This artiche begins by assessing Michigan's Statutes
of Frauds and other basriers to electronic bransactions In
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Michigan. It then discusses Michigan's recent enactment
of the Uniform Electronic Transactions Act {"UETA"}, as
well as UETA's feders] counterpart and the kegal framework
of electronic signatures. The background then concludes
with a discussion of the “digital signature,” a technology
and procesa that Is likely 1o bscoms the dominant form
of electronle signature. The analysls begins with an
assessmant of how far UETA takes parties toward tha
elusive all-digital closing. It then addresses common
objections to electronic sigrature systems, surveys recent
efforts to implemant the new technologies and assesses
the recaplion among registers of deeds, tite companies
and other key players of electronic signatures. Finally,
the artide conchides that an environment in which all-
eledronic dosings are commonplace ls yeans away.
Nevertheless, as long as playens Including the Michigan
leglsiature, registers of deeds, tile companies, lenders
and others can make enucial changes and srtive al wockabla
standards, electronic transactions will becoma an impartant
part of the legal tandscape in Michigan.

1. BACKGROUND

A. THE STATUTE OF FRAUDS AND OTHER
PAPER BARRIERS TO ELECTRONIC
TRANSACTION DOCUMENTATION

1. STATUTE OF FRAUDS

First enacted in England in 1677 to combat “fraud
and perjurie,”? the Statule of Frauds requires that certain
contracts be evidenaed in writing in order o be enforcaable.
Madem codifications of the Statute of Frauds existin the
Uniform Commercial Codelthe “UCC")* tha Restatement
{Second) of Contracts® and In various yate statutes. In
Michigan, several statytes mirror portions of the original
Statute of Frauds * ’

memmdanhmlnrulproplrtyhh
paradigm of ransactions subject to the Statute of Frauds.
With exceptions for vances by operation of law and
similar transactions, Michigan law requires writings and/
uﬁg\ah.rruhammbudnalpropmy-relawdmr
actions or parts of those fransactions.

»  “[Clontracts for the leasing for & longer period than
1 year, or for the sale of any lands, or any Interest
in lands, shall be void, uniess the contract, or some
note or memorandum thereol be In wm::lgn U‘:
signed the party by whom the lease or is
bcnuz.orbysumpemnhmmbbvhi'ﬂ
Lawfully authortzed in writing.™
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+  Conweyance of any “estale or inferest in lands, other
than leases for a term not exceeding 1 year [or of]
any trust or power over or concerning lands, oc in any
manner relating therato [requires a] deed or
conveyance In writing, subscribed by the parly
creating, granting, assigning, surrendering or declaring
the samz, or by some person thersunto by him

lawfully authorized by writing."?
% I+ Deeds executed within this siate of lands, or any
t.i Interest in lands, shall be eweevted-nrthe of
\\. . ety whe-shallsubseribe-their toths
\ & (L F | ")
:: g! deed-arsach-and-the P g-the-deeds
N 2 ! madmowtng{h-em before any judge,
j‘u} clerk of a court of record, or notary public within Lhe
I%ta stale™
% A

“An agreerment, promise, or contract to pay a
commission for or upon the sala of an interest In real
estate™ requires a “note or memorandum of the
agreement, contradt, or promise . . . in writing and
signed with an authorized signature by the party to
be charged with the agreement, contrart or promise. ™

2, RECORDING REQUIREMENTS

Even If & cormmyance meets the writing requirements
of the Stahtte of Frauds, the recording statutes pravide
further hurdles. It Is well-settled in Michigan that an
instrument conveying tite Is eflective as between bwo
parties even if the instrurment fails to meet tha requirements
for recording.’* However, such & conveyance Is “void as
agalnst any subsequent purchaser in good faith and for
valuable consideration . . . whose conveyance [is) first
duly recorded.™ A grantes might have perfectly good
fithy as against his oc her grantor but, unless the grantee
records the conveyance, the grantee must ive with the risk
that a subsequent bana fide purchaser from the grantor
will divest the grantee of tils. Even if the grantes Is willing
b take the risk, few title companies will accept such a risk
and lenders, In tum, depend on assurances from tite
companies. Recording, therefors, Is a de fodo requinerment
In real property transactions.

Recording brings with it yet another set of writing
and/or signature requirements. Michigan's primary
recording statute’? does not require writings and manual
signatures per 3¢, but the context of the statute clearly
contemplates paper documents with manual signatures.
Names of persons executing the Instruments, as well as
the names-el-each-witmess and notary, must be "printed,
typewritten or stamped™™ and signadures may not be
"superimposed upon the nama 3o as o mender either

[legitle."™ No “discrepancy [may)] exist between the name
of aperson as it appears either in the body of the lnstrument
or in the acknowledgment or jurat, as printed, typewritten
or stamped upon the instrument beneath the signature, and
in the signature of that person.”*#

Documents In electronic form are not “printed,
typewritten or stamped” and electronic signatures cannat
logically be “superimposed” upon anything, let slone in
such away as to make the thing or the electronic signature
illegible. Discrepancies will almost cerainky existbetween
tha name of & person as it appears In the document and
the dectronic signature because the slectronic signatur
will, in all likelihood, be the result of a mathematical
askparithm and not even comparable to a text-based
rendition of the name.

Further, the stahyte requires that instruments be on

paper by specifying requirements for paper size, margirns,
font size, ink color, paper color and paper weight ”

B. THE BASICS OF UETA AND E-SIGN
AS THEY RELATE TO
REAL PROPERTY TRANSACTIONS

1. MICHIGAN'S ENACTMENT OF UETA

Michigan's enactment of UETAY became law on
October 16, 2000.'* Michigan adopted UETA as
promulgated by the Mational Conference of Com-
mimioners on Uniform State Laws [“NCCUSL") virtualy
verbatim.® Both houses of the Michigan legisiature voted
to give the act iInmediale effect and it “applies to any
electronic recond or elecironic signature created, generated,
sent, communicated, received, or stored on or after™
October 16, 2000,

2. UETA'S FEDERAL COUNTERPART:
E-SIGN'S ROLE

UETA'e federal counterpart, called the Electronic
Signatures In Global and National Commerce Adt, or
"E-Sign,™@ becama effective on October 1, 2000, E-Sign
amounis to & federa} enactment of the msjor points of
UETA ’

As tederal law, E-Sign's effect 1s both grealer and less
than that of UETA. Unlied States Constitutional
considerations and E-Sign’s own terma imit lts application
to “transaction(s) in or affecting interstate or forsign
commence.™? The federal government’s ability to regulate
Intirstate and foeeign commerce Is broad, so virtually any
transaction that is ransmitted across the internet will

e N
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{ikely be covered. On the other hand, the United States
Constitution limits the federal government's role in matters
thal are entirely intrastaie or that deal with most subjects
other than commaerce.

Federal was one of the primary mofivatsrs
for E-Sign. By the middle of 2000, individual stales were
already gravitating to one of three models: a sirietly
digital-signature-based Infrastructure (as in Utah}®™, the
technology-neutral UETA {as in 18 states as of June 30,
2000 and as in 23 states by the time of this writing) and
maasures that seitled somewhere in between {as in
Hlinois™). Without federal preemplion, the result would
have hean an electronic Tower of Babel where the states
with the most rigorous legal infrastructures woulkd have
beian able to set the de focto standard for bess rigorous
states. States with no elactronic signature laws, lika
Michigan, would have been lafi behind.

E-Sign does not preempt stale enaciments of UETA
a3 long a3 those enactments stay bue to NCCUSL's
original language.™ Departures from the NCCUSL
language have to mest a laidy tough standard in E-Sign
In order to avoid preamption.® As a result, E-Sign will
not preempt verbatlm snactments of UETA, like
Michigan's, but will preempt enactments that included
substential changes, sauch a4 those entched In Califomia ™

Siate [aw tends to govern resl propetly transactions, ®
s0 UETA will control most aspects of real property
transactions. UETA will also usually control in intrastate
transactions In personal property (e.9., transfer of related
parsonaly and atsignments of service contracts) and, to
the extent non-realty fransactions involug “Interstate or
foreign commerce,” E-Smwﬂllmpnuubshnlhllvh
sama rules.

3. ELECTRONIC SIGNATURES AND
RECORDS: UETA'S FRAMEWORK

UETA defines a0 dlactronic signature as “an electronic
sound, symbol, or process attached to or logically
associated with a record and executed or adopted by a
person with the intent to sign tha record.™ This Is & very
broad and technology-neutral definition. k could includs
a digitived recording of the signer’s voice, a bitmapped
plcture, a lyped name. & scanned copy of a signer's
handwritten signature, a blometric process such as a
refinal scan or thumbgxint verifier, an encoding system
such as a so-called “digital signature” or any ome of
hundreds of other things.

A "record,” incidentally, Is “information that bs inscribed
on a tangible mediium oc that 1s stored In an electronic or

other medium and is retrievable Ln perceivable form_ ™
Hota thet a paper document could also be a record.

UETA proceeds from these baslcs to give electronically-
signex] records Legal effects. It provides that:

(1) Arecord oc signature shall not be denied legal
effect or enforceabilily solely because it is in
electronic form.

2) A contract shall nathe denled legal effect oc
enforcaability solely because an electranic
record was used in Its formation.

) LU ataw requires a record to be In writing, an
electronic record satisfies the law.,

{4) U a low requires a signature, an electronic
signature satisfies the [aw.2

UETA contemplates notarization of slectronic
ignat 1f a law requires a signature or record to be
ndﬂrmd.adumhdgd,vﬁﬁcd,orrruhundmnaﬂxﬂn
requiremaent is satisfied if the efectronic signabure of tha
person authorized to perform those acts, together with all
other Information required to beinchaded by other applicable
low, Is attached w or logically atsociated with the signature
o recard, ®

UETA also addresses tha status of such documents as
originals. "If a lxw requires a record to be presented or
rvtained in its otiginal farm, or provides comequences If
the record is not presented or retaingd in its ariginal lorm,
that law is satisfied by an clechonic record™ if the record
does both of the following: “{a} Accurately reflects the
nformation sat forth in the record after i was first generated
In Its inal form a3 & electronic record or otherwise [and)
{b) Remalns acceasible for later reference. ™™

UETA cowers Togistical and nolice bssues as well,
Inchwding allocation of risk of erors™ and when and where
a record ts deemned to hawe been sent ot received.”

4. DIGITAL SIGNATURES:
THE MOST LIKELY STANDARD

a. How Digital Signatures Work

The technology-neutral language of both E-Sign and
UETA feaves it io the markets and to units of government
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to determine their own electronic signature standards. The
early favorite amang foema of electronic signature is the
so-called “digital signature.” A digital signature uses an

“asymmelric ayptosystem™ o encode messages using
encryplion methods that most industry experts consider io
be exceedingly difficult to break,

Each user of a digital signature system needs a pair
of "keys.” The keys are actually long strings of characters
that are stored on computers.”® One key of the pait is
known only to the user and exists solely on the user's
computer. This is a "private key.” The private key's
counterpart is, intuitively enough, a “public key.” The
user's public key is usually stored in a publicly-accessible
database. Digital signature service providers generate
thesg key pairs at the time a user applies for a digital ID
and cartificate. The provider sends the private key to the
user and posts the public key to the provider's public key
database. [f requesied by the user or a thind party, the
provider will generate an electronic certificate identifying
the user’s public key as belonging o the user. Providers
generate these certificates sutomatically when tha recipient
of a user’s transmission verifies the transmission with the
praovider over the [nternat. The lssue process is shown
graphically In Figure 1.

public key. The result of the hash function s the digital

signature. Because the keys are very long strings of characters
and becaus the resulting digital signahare is alsq very long,
it is excruciatingly kmprobable that wo different cogent
messages would yield the same digital signature when
encoded with the same key and equally Improbable that
& message, once oltered, would yield the same digital
signabxe. hlhcuarn;thg.uz the sender electronically
tigna a warranty deed and sends i to the receiver.

Prubsliy oy Ducasss Exgniple Bob encrypts
WRTAAlY deed, Higns &t and
Fres; nendy & i Fred.
L
Sen;  Keroue
Wurranty Deed Warrenty Dead
[ e — s o8 ot by s
prtg iy - ot mrdy ey
i marean tad F iy
g AR e ~Co-mmtry b’y Sy gy iy
— o m—— pnvlete by meny pyn g
#
\_/— et \-.1_/—
'l
* Dighal Ngradure

mzmwmww.mmu
TECRRAY,

When the receiver receives the waranty deed, ha runs
the message containing the wamnranty deed {including tha
digital signature) through a similar hash function, this time
using the sender's public key and the receiver’s privote key.
The hash function using these keys (1) will verify the
message as ganuine only i the message was initially
encoded using the sender’s private kay, thus attributing the
message (o the sender, {2) will only work properly if the
message has not been allered since the sender sent it,
thus assuring the integrity of the message’s content snd
{3} works virtually every time. Figure 3 fMustrates this

Examphe; Frod nceives
wamanty desd, decrypts it and
varifes Bob's dighal signeture.

e

L Mmaape

w— eraryeted
| Ome sy hash g vrby
respivate tvale by
privobs voy L maaage
""".‘:' ———




& Y i SN

T AR PR e o

P,

D

D

MICHIGAN REAL PROPERTY REVIEW

Spring 2001 - Page 13

Spring 2001 ~ Page 14

MICHIGAN REAL PROPERTY REVIEW

Digital signature technalogy aliows for several different
permutations of this process. The process just explained
will send the deed to the ntceiver in an encrypled form that
only tha receiver may open and read. If encryption is not
required, the sender could just as easily run the hash
function using only the sender's private key. Using the
sender’s public hey, the receiver would still be able lo vertly
that tha sender send the document and that the document
had not changed since the sender sent &, but the document
would ba readable by anyone else who received it by using
the sender’s public key which is, by definition, publicly
avoilable.

Drgital cortificates are nol yet widaly held ® but
praviders are hopeful that the user base will soon reach
critical mass, Digital certificates are fairly Inexpensive. The
technology itself Is based fundamentally on properties of
numbers. Numbers themselves are plentiful and free. The
real costs are incurred in setting up user accounts,
administering digital oertificates and the like. One can have
a VeriSign digital ID for secure ¢-mail free for 60 days and
then $14.95 per year* or a ZixMail digital ID free for 30
days and then $18 per year.® These are basic 1D that
guarantes only ¢ unique usemame and do notinvalve any
verificaon of an Individuals dentity. Higher-security
digital [Ds thatinvalve werification procedures are available
{or highy fees.®

Diigital signabures are the eardy leadsers In the ace o
an industry standard because they offer a high degree of
security and reliability. They are also more readily attributable
to a parly than other elecironic signature systems. Several
leading providers of digital cerdificabes and signature systems
have already emerged and it appears likely that these
providers will move rapidly toward an industry standard,

b. Digital Signatures and Security
The digital signature methodology Is knoun o
cryptographers asen "asanmetric aryptosystern” or “public
key cryptosystern.™* Though the mathematical principles
behind such a system are beyond the scope of this article,
it bs worthwhile to note that technical experts in the field

signed message and s public key, ayptographers regacd this
“computationalhy A

any economic benafit a code-breaker might recaive from
sodoing ¥ :

That said, digital signatures are not without risk, The
digital signature system ks very good at verifiing that s given

private key was used, The system is not very good at
verifyying that a specific person used tha private key. This
risk in digital signab.re mmnbludwhmmq:
presumptive iink between the private key and the useris
broken. The security of a digital signature scheme is entirely
dependent upon the signer keepling the private key ko him
oc her sell and using it onty when Intending to sign &
contract or conveyance.

Digital signature systemns also change the nature of the
risk-return tradeoff in using such systers. Digital signature
systems arg almost impossible to beat when it comas to
the encryption and verification functions. The trade-oft for
this reducad chance of fraud occurring In the first place is
adramatic increase in the amount of harm that can result
ﬁunmhampﬂnﬂonolanmmumnld_oaocmr.

This happsens for wo reasons. First, digital signatures,
by their nature, speed up the transaction process. A thief
orvandal can steal or destroy much more in a shorter time
If ha or she succeedsin obtaining another person’s digital
signature. Second, the expanded scope of transactions that
UETA enables provides a larger playing field for identity
thieves. One can imagine 2 scenario In which a particularly
bold identity thief might try to sefl a victim's house; an event
much more sewary than the carent worst-case paradigm
of having a thief run up one's credit card bills,

The leguslature can do litde to mainiain the secunity
ol digltal signatures ance pohvate keys are itsued. One can,
however, lake additional steps to verify a person’s idantity
ot the tima a digital certificale and private key are issued
and can at teast be assured that a given digital signature
Is assciated with a given person. Most states that have
addressed the Lssus have put this authorily Into the hands
of trusted third parties,® usually the issuer of the digital
certificate and private key. Utah, the first state to enact
digital signature legislation, provided the model for other
states by enabling certification authorities,® establishing
dubies of certification authorities and wsers,™ and providing
for recogmition and Liabifity of key repositories™ The
Michigan legislature once considered a near-equivalent to
the Utah jaw® and it may wish to again consider the
relevant parts of that legislation

1. ANALYSIS

A. HOW FAR DOES UETA GO TOWARD
ENABLING THE ALL-DIGITAL CLOSING?

UETA takes parties mast, but not all, of the way to
ali-digital dosings. Flectronic conveyances of real property
are binding upon the parties to the tansaction.® The

process stopa at the regisier of deeds’ door, however,
because parties, lenders and othars cannot yet meo

a3 effectively. In response, It is important to note that
electronic signatures are not as great a departure from

dlectronic conveyances and be thereby 1 of protection
from a subsequent bona fide purchaser.*

Thebamiers are iwofold, First, the Michigan recording
statute requices paper documnents. Does the enactment of
UETA preempt or repeal such requirements? Michigan
courts will attempl, whenever possible, to construg iwo
siatutes as consistent but, when the inconsistancy is
imeconcilable, the later-enacted statute of tha hwo is
considered to repeal the inconsistent parts of tha earber-
anacted statube.® Iy this such a situation? There s enough
ambiguity that a cautious register of deeds could be
forgiven for waiting for further acticn by the legislature.

Second, UETA by its own terms "does not rquire a
mnﬂwaﬁdddmm&bmwpumn
the use of electronic records or electronic signatures.™
Hegislusofdledsmundcrnooblignﬂonlnxupc
electronic documents. Short of further legislative action,
Illluphoﬂ'nr!gmasddndsbhdihhﬂnnmding
of electronic conweyances.

B. ELECTRONIC SIGNATURES VS. PAPER
TRANSACTIONS: ADDRESSING THE
OBJECTIONS

The reader could ba forgiven for surmising at this point
that the author supports Implementation of eledronlc
signature systgms for traraadtions between parties and with
unitsof government - and with all deliberate speed atthal.
Indeed the author does. However, the author's viewpoint
Is [ar from the only viewpoint on tha subject.

Mdnlgmhundydcmbledmﬂﬁuﬂonmﬂwﬁﬁa.
nhmhﬂhm“hmm
evidentiary trails, and cost.

1. DIGITAL SIGNATURES VS. MANUAL
SIGNATURES

Gritics frequently cite the formalism of the manual
signature and ity role in solkemnizing transactions® and
point out that electronic signatures do not satisly this naed

p L practice as one might think. In fact, the present
hwmgasdingwhal:ansﬁtuluancﬂecﬁvuigmnm isat
least &3 broad as the principles In UETA.

Consider tha UCC definition of “signed, " which *indudes
any symbol executed or adopted by a party with present
Intention ko authenticate & writing,”® The breadth of the
“any symbol” language, % coupled with the intent freguire-
ment, is very similar to the UETA scheme. Further, even
& manual signature need only be *a cross or other mark
by the [signer] as and for his signature™®® and that mark
raed not even ba made by the signer himself

Additionally, tha flundamentals behind electronlc
substitutes for manual signatures are not new to Michigan
lew. As early as 1975, a Michigan Altorney General
opinion declared that a credit union customer's use of a
personal identification number at an automated teller
machine o draw on a line of credit did not violate Michigan
Law governing procedures for drawing an such loans B

if any symbol or mark, whether made by the signer
Or not, can qualify as a signature under current law as long
&3 it is adopted in some way by the signer, how Inferior
could an dectronic system possibly ba? Espectally if that
electronic system contains reliable attribution lechnology?

2. UNAVAILABILITY OF MANUAL
SIGNATURES AND PAPER DOCUMENTS FOR
FORENSIC DOCUMENT ANALYSIS

Digital signatires are not subiect to the kind of qualitative
enalysis that one might apply to the handwriting of &
manual signature. With a digital signature, either tha hash
function produces the right result or it does not. Critics of
digital signatures point out that the nature of digital
signatures prevents application of forensic document
axamination

“This I correct, but few critics reakize how littie they are
giving up In faregoing forensic document analysls. The
literature addressing the accuracy of forensic document
analysis Is Emiled, but it suggests that this analysis is
minimally helpful in dentifiing lorgeries. The most generous
the signing party cocrectly 94% of the time i inconclusive
reRits aré nol considered and only BS% of the time If
Incrinchuaive results are included * & perfarmanca handily
topped by such inadmissible evidence as polygraph
examination.®” Further, a series of Forensic
SdcmeMaHlintumlWSblBﬁ?,hhﬂ
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marketabifity by making assignnsent of marigages Interests
quick and easy.

Although MERS is well-sulted to lis functions In the
secondary mortgage market, each MERS-registered loan is
still rellant on a paper mortgage or assignment filing.
Additionally, It seemns unlikely thal & solution like MERS
could work n the decentralowd, ko volumae-per-participant
world whers Individual transactions among buyers and
sellers occur.

2. SUCCESSFUL EXPERIMENTS AND
PILOT EFFORTS

Varlous partles have conducted partial and ful-up
electronic transactions in neomit pears.

« In July of 1999, iLumin Corporation® halped to
sccomplish the fist completely electronic home
refinance under Utah's pre-existing digital signabure
w. ™

+  Shorily after the October 1, 2000 effective date of E-
Sign® [Lumin and others, Induding Bank of America,
Old Republic National Title Company and the Essex
County, Massachusetts Register of Daeds, completed
a fullup purchase money dosing, complets with a
morigege and related doournents. ™

+  Freddie Mac, Mountain America Credit Union, CUNA,
the Utah County, Utah Register of Deeds and others
completed a ful-up home sale and purchase that carne
month.”

+  ¢Original, ancther provider of onfine closing services,
has dosed 25 morigages electronically in Broward
County, Florida, which also aiready necognized digital
signature lechnology ®

No completely electronic transactions nvolving registers
of deeds have yet taken place tn Michigan,

3. THE LEVEL OF INTEREST IN THE
MICHIGAN REAL ESTATE COMMUNITY

Despite the success of early pilot projects, the level of
enthusiasm in the potential user base is something short
of a groundswell. A recent ZDNet online poll indicates that
37% of about 7,000 respondents had already used electronic
signatures or expected to do so within & year® Another
38% expected longur e rarves and 25% ol the dents

In an effort to understand the climate, the author
conducted a very unscientific and highly subjeciive telephone
pofl of real gstate Lawnyers, title companies and registers of
deeds from around the state.” Very few people Identified
any real enthuslasm In the Michigan real estats community
for electronic signatures. It appearsd that, In general,
represenialives of Gitle companies szemed the most
enthusiastic and representatives of registers of deeds seemed
thaleast enthusiastic. Relatively liw interviewaes sppeared
o have an understanding of the echnology or the ellect
of UETA or E-Sign. Neverthelest, mast were aware that
ehuctronic signatures in general were on the horizon and
seamied 1o tegand their amival sy inevitabla.

That said, several organlzations ame well-situated to
Register of Deeds Association has appointed an ad hoc
committee on lachnology and e-commerce that includes
rpresentation from seven counties covering both urban
and rural areas. Conversations are also underway among
the members of the Michigan Land Title Assoclation,
several registers of deeds, the Michigan Secretary of State,
tha State Bar of Michigan's Real Property Law Section,
and other important constituencies, These conversations
have resulted in the formation of the Document Recording
{Paper & Electronic) Joint Task Force, which has met
several times in Lansing eardy this year.

Other organizations are setfing standands nationally.
Thes« Inchuds the Property Records Inchustry Joint Task
Force ® which has substantal Michigan répresentation,
and the Elecironic: Financlal Services Counci.®

E. NEXT STEPS

Tha fubare of electronic transactions in Michigan is in
the hands of & few vital constibuencies.

* The Legislature. The Michigan legislature can and

- probably shoukd amend the recording act™ 1o harroniza
it with UETA. Requirements as to size, weight and
other aspecty of paper documenis remaln very
appropriate, but the statute shoukl make it cear that
the requirements apply only when paper documsents
are used {and not when electronic documents are
used),

+  Reglsters of Deeds. Registers of deeds are dosestto
the day-to-day malnbmance of tha state’s real property

rds and are best situated to determine workable

indicated that they did not trust the technology and woukl
not usa it.™

requirements and procedures. Any initiative should
{and probabiy must] inchude them,

or

‘Wn':ZMg;m
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together, revealed that lorensic document examiners made
comect ldentifications 45% of the time, erred partially or
completely 36% of the time and failed to reach a result
19% of tha tima.®™

In faimess, it is possible and gvan likely that there axist
In Michigan skilled and very accurale practionem of
forensic document analysis. Nevertheless, the objective
literature infers, at the very least, that such practitionery
are scarce oc that [ew have participated in the studies,

Tha digital signature regimen identifies authentic
signatures 100% of the time. Admittedly, digital signatures
carry the suthentication issues discussed in Section {B)(4}{b)
supra, but these issues are mitigated for the time being by

Michigan's notary t requirementrand, at worst,
they arquably pose no ter risk than the status quo's
manually-signed d ts,

3. COST

A hif! discnsion of the mathodologies and costs of
wlectronic filing and signature verification systermny is beyond
the scope of this articde, Suffice It to recognize that
implementing such systemns adds to an already long fist of
financial demands on registers of deeds, but that electronic
recording has the potential to 3ave money in the long run.

The cost of sturage media, for example, has fallen

drastically over the last ten years. For example, the

price for a computer herd disk drive has come

down from $7 per megabyle {"MB") in 1950 to $0.52 per
MB in 1995 to $0.08 per MB in August of 2000.#

C. THE ROLES OF NOTARIES PUBLIC
ANDWITNESSES-
Michigan requires for recording purposes that all

conveyances be acknowledged bafora a notary public,™
FurthvorMichigan- £ ovks wiahictaton & ;

# il losignreal propory-convayancas.l

Electronic signahure laws in several states have eliminated
notary acknowledgment requiremenis,? largely on the
theory that the application process through which a signer
must go in order ko obtain a digital certificets is sufficenty
tigorous to verily the signer’s identity. This same logic
would also seem to support glimination of witness
equirements.

Reprasentatives of the notary public community object
with varying degrees of vigor bo such propositions. ™ Notary
organizations point out that having a disinterested third

tha b

party personadly t ofidendifying
alugerum\gtlupdunhhydandhcr"ﬁwﬁwm-r
assert thal notaries can obsarve signing parties’ behavior
for signs of duress and lucidity and that such observations
serva as a further basis foc the valldity of signatures.™

Indeed, notaries and witnesses can play & rale In
aitribution of ¢ dey UETA's framawork.
'Anelechonll:ncotduulcchwsigmhucham-bunhh
to a person il itis the act ofthe person.”™ UETA does nat
restrict tha means by which a party can prove attribution,
but i relies primartly on “the efficacy of any security
procedurg applied o determing the person to which the
electroni revond or sledironic sigratune was attribatable 7
Notaries and witnesses provide human backup to slectronic
“security procedires.”

So iar, the Michigan legislature has not acted to
change the roles or requiremenis for notaries sewitnesses
and these itsues do not yet confront real property
professionals. However, depending upon the success of
expertments bn other isdictions, Michigan may evenhually
take up these lssues.

D. EFFORTS TO IMPLEMENT ELECTRONIC
SIGNATURES OR ALTERNATIVE
TECHNOLOGIES TQ DATE

1. MERS

Several players in the real estate indushy nationwide
have taken matters Into their own hands and done an end
run around somae of the difficultics ot tha lewel of tha register
of deeds. Mortgage Flectronic Registration Systerns, [nc.
{“MERS") 15 a Delaware corporation oumed by a broad-
based group of title companies, lenders, insurers, Fannie
Maz and Freddie Mac.™ Membars of the MERS system
aither have borrowers execute mortgages in favor of MERS
as nomines of the lender™ or axsign their existing recorded
mortgages to MERS.® Once 8 morigage is in MERS'
name, member organlationi need only assign the
morigages’s posifion among themselves acconding to MERS'
rules and regulations. Foreclosures ane handled in MERS'
name and MERS has local counsel in each state. %

The prirmary motivator foc MERS participation is cost
savings in secondary market activities. Because only one
docurnent is actually recorded with tha relevant register of |
deeds and subsequent assignments are not subject o
recording fees, MERS claims that its members save $43.50
per loan In a typical dual assignment case, about $21.50
perloan in a typical correspandent case and about $3.00
per loan In a typical direct transaction case.® MERS
registration also heips improve postfolio liquidity and




C

MICHIGAN REAL PROPERTY REVIEW

Spring 2001 - Page 17

%quun * Az with anmy other product or service,

bva users of & wysl mhutahhbarﬁculah
the needs of the user community, Tite companles,
Tlendexs, real property lauwyers and other “power uaers™
of the real eslate recording system must play a role In
masuring that practices {acilitate business processes
mmnmm-cMmlyupmﬁe
Tite plants - paralel collections of documents In
registersof deeds” officss — and registers of deexds would
mutually benefit rom collaboration.

Thess players face 8 number of lssues and decisions,

UETA’s technology neutralily presenls a rumber of ks
and the constituencies must mest the following challenges %

Determing standards for docsment hling {e.g., digitally-
scanned pichires vs. machine readabla lext using optical
character recognition lechnology or, daally, both).

Delermine information formatting so thal key
Inkorrmnation such as grankr, grantst and kgl desariplion,
ate can be automatically ndexed upon receipt of &
docurnent.

Determine when to deem electronically-transmitted
recocds received, especially constdering that such
records might amiue al ‘s register of deeds’ office
throughout tha night and on weekends and holidays.

Decide whether to reducs the portion of documents
actually recorded. (Considering that standard forms
such as the Fannie Moe/Freddie Mac residential morigage
are recorded repeatedly and often, is it really necessary
to record the entire form hundreds or even thousands
of times each month? Could a master focm be anchived
and then logically associated with the grantor, grantee,
fegal description and other Information that actually
changes from transaction to transaction?}

Consider Incentives for siectronic filkers to speed
conversion, such as rechsced recording fees orimmediabe
confirmations if the filer uses automatically-Indexing
documnis. The raionale Is simflar to that used by e
United States Postal Service for mailers wheo pre-sort
thelr mall.

Determine standards for electronic signaturey, incuding
typa (digltal signature va. other technologies), kength
and standards for third-party digital cerfificats provicers.
Determine the degres to which requirements may vary
from county to county. This is a crucial isus because

Tocal vartations could creats a virhual Towser of Babel,
with the most stringen! counties setting the de focto

standard. Certalnly, economies may result from
to tha registars of deeds, lenders and title companles
and, ultimately, consumers. The Property Records
Industry Joint Task Force has, in a recent discussion
dralt of a tachnical white paper, tentatively
recommended Implementing national standards and
provided persuasive justifications lor doing s0.™

This Is by no means acomprehensive list of lasues, but
It provides some sensa of the tashys beflore these parties.

Hl. CONCLUSION

UETA and E-Sign asliow creation of enforceable
conveyances of interests in real property, at least between
parties. However, tha effectiveness of the new laws is
limited In Michigan by parties' present inability to record
wlectronic conveyances. Responses so far to the new
technology have been lukewarm, but key constituencies
appear ready to begin the process of specifying standards
and working out the processes that will allow Michigan real
astalq transactions to enter the information age.
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