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DIGITAL LEGAL AUTHORITY

Storage and
Retrieval

By G. Ann Baker

Introduction

Electronic transactions and online access to information and
public records are continually expanding. As a cost-savings meas-
ure, some information and records may be solely available online
as electronic documents. The recordkeeping system used must
provide continued accessibility and usability of the records. When
a public record is only available electronically, it may become
unavailable unless preserved in some manner.

Some information available online may be unofficial informa-
tion. For example, a name availability search on the Department
of Energy, Labor & Economic Growth website provides: “This is
a preliminary search for name availability.” The final determina-
tion of whether a name is available for use is made after the doc-
ument is submitted.! The Michigan legislature website provides:
“The information obtained from this site is not intended to replace
official versions of that information and is subject to revision.”?

Records Reproduction Act

The Records Reproduction Act® requires the Michigan Depart-
ment of History Arts and Libraries (HAL) to adopt standards for
the storage and reproduction of records of state and local gov-
ernments. Governmental entities are not required to select any
particular recordkeeping system, but are required to ensure that
public records remain usable. HAL has established technical stan-

of Electronic Records by State Agencies

Fast Facts
State agencies and local governments
are responsible for selecting and using a
recordkeeping system that meets the
standards adopted by the Michigan
Department of History Arts and Libraries
for the storage and reproduction of
government records.

| To be trustworthy, electronic records
must be authentic, reliable, and usable
and have integrity.

dards and best practices to ensure that public records are acces-
sible and usable and to ensure the authenticity and integrity of
the records, regardless of the format and media used.! Each agency
is responsible for implementing appropriate policies, procedures,
and business practices to meet those standards.

The Records Reproduction Act describes the manner in which
an agency may store a record and how a record may be repro-
duced. As recordkeeping systems change, the agency must convert
records to ensure that information does not become inaccessi-
ble’ The use of technology has allowed agencies to shorten turn-
around time and provide online access to many entity records.

Corporation Division’s Current Recordkeeping System

Since 1978, the Corporation Division has used a database to
index filed documents. The index initially included only records
for active corporations. The related corporation documents were
microfilmed. A six-digit number was assigned to the microfiche
jacket containing the corporation’s documents, and the number
was stored in the database. The card index has been retained
for corporations dissolved or withdrawn before 1978, and the re-
lated documents are stored in liber books and paper files. In
1990, records for active corporations and limited partnerships were
converted from microfilm to optical disk images. As technology




changed, the documents were converted to newer storage sys-
tems, and the database was converted to Oracle in 2001. All doc-
uments filed by the Corporation Division since 1990 are stored as
electronic images.

The agency retains filed corporation, limited partnership, and
limited liability company documents permanently. To ensure that
only authorized additions, deletions, or changes are made to the
database or images, access to the system is limited to authorized
users. Electronic documents are stored as tiff files, which do not
permit alteration. To ensure that the information is reliable and
accurate, the system is backed up daily.

The statutes administered by the Corporation Division require
the records and files of the administrator relating to corpora-
tions, limited partnerships, and limited liability companies to
be open to reasonable inspection by the public. Business Entity
Search® provides online access to find specific entity records,
view filed documents, and check the status of recently submitted
documents. It provides easy access to entity records and is search-
able by entity name, key word, or the file number assigned by
the Corporation Division.

Limited partnership documents were transferred to the Cor-
poration Division from the counties in 1983.7 Railroad corpora-
tion records were transferred from various agencies in 1994,° and
street railway company records were transferred from various
agencies in 2009 At the time of their transfer, the records for
limited partnerships, railroads, and street railways were added to
the database. Documents for these entities are available online,
except for limited partnerships cancelled before 1990, which are
stored on microfiche.

The database is updated each time a document is filed or a
document is received that includes a new name. Paper documents,
including annual reports and statements, are available online af-
ter they are scanned and indexed. Documents are scanned daily,
and filed documents, other than annual reports and statements,
are mailed back to customers. Documents filed through MICH-
ELF" and corporation annual reports or limited liability company
annual statements filed online are available online immediately
after filing. For a document submitted via
MICH-ELF, the agency has statutory au-
thority to notify the submitter by electronic
transmission of the reasons for refusal to
file the document."

Retention and Disposal Schedule

To ensure that records are properly re-
tained, each state agency is required to
have a retention and disposal (R & D)
schedule for the official records of the
agency, with consideration given to their
administrative, fiscal, legal, and archival
value.? All records must be listed on
the R & D schedule, whether stored as
paper, microfilm, digitally, or in some
other manner, and list the specific
retention period for each type of rec-
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ord."? Verification is required before any record is destroyed."
General R & D schedules apply to all state agencies and pertain to
nonrecords, such as transmittal letters that do not document sig-
nificant agency activities, and general administrative records.”

The entity statutes permit the agency to store documents in
their original form or in microfilm or other reproduced form."
Section 5 of the Records Reproduction Act” permits the image
system in use by the Corporation Division on January 3, 2005, to
continue to be used unless it cannot create reproduced records
that meet the requirements of the act.

Corporation Division’s New Information
Storage and Retrieval System

Using electronic formats requires significant commitment to
maintenance of the current system, migration to future systems,
and system redesigns to ensure that the records remain accessible
and usable. The Corporation Division is currently working with
the Department of Information Technology on the development of
a new system for storage, retrieval, and reproduction of records.

The functioning of the new system is dependent on hardware
and software, and appropriate system design is critical to ensur-
ing the accuracy, reliability, integrity, and usability of the rec-
ords. The system design must take into account the entity stat-
utes under which the records are created, the characteristics of
the documents, the tasks the agency is required to perform, and
the agency’s business requirements. The programs and functions
must be in a secure environment that protects the records from
unauthorized alteration or destruction.

The new system will allow multiple user access, with access
controlled by assigning specific functions to each user role. The
system will log every transaction and change to the entity rec-
ords. Indexing is critical to the retrieval of electronically stored
images, and the new system will include safeguards to ensure
that documents are correctly indexed. These features will protect
against unauthorized additions or alterations and increase con-
trol of the creation, maintenance, and changes to records.

A comprehensive conversion plan is
necessary for implementation of the new
system. All information in the current sys-
tem must be migrated to the new system.
The conversion must ensure that the con-
verted records are authentic, reliable, and
usable and have integrity. Additionally,
new fields and features will be added to
permit the new system to capture neces-
sary information, such as future effective
dates for filed documents, and to connect

The new system will allow and
control multiple user access,
logging every transaction and
change to the entity records.
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records together for corporations and limited liability companies
created by conversions.”® The new system will assure continued
access to current records while permitting the future migration to
new hardware and software. It will allow rapid retrieval of infor-
mation while providing frequent backups and disaster recovery.

Privacy Concerns

Concerns about personal privacy and identity theft occur when
public documents are available online. In 2006, Ohio’s secretary of
state was sued after posting online UCC filings, which contained
Social Security Numbers. Several jurisdictions have restricted ac-
cess or redact Social Security Numbers or other personal identi-
fying information from public documents available online. Michi-
gan’s Social Security Number Privacy Act” contains an exception
for the use of all or more than four sequential digits of a Social
Security Number when it “is authorized or required by state or fed-
eral statute, rule, or regulation, by court order or rule, or pursuant
to legal discovery or process™ The Protecting the Privacy of Social
Security Numbers Act pending in the U.S. Congress* would pro-
hibit governmental entities, with some exceptions, from display-
ing Social Security Numbers on public records available online.

Limited liability partnership registrations are the only docu-
ments on file with the Corporation Division that require Social
Security Numbers, and therefore are not currently available on-
line. The new system is being designed to permit confidential
information, such as a Social Security Number, to be redacted
from the document that is available to the public while retaining

a secure image of the unredacted document.
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Electronic Signatures

The ability to affix a signature is inherent in the use of elec-
tronic documents. The federal Electronic Signatures in Global and
National Commerce Act (ESIGN), 15 USC 7001 through 15 USC
7033, and Uniform Electronic Transactions Act (UETA) permit doc-
uments to be signed electronically.?? ESIGN preempts state laws
that conflict with its national rules regarding the validity of elec-
tronic records and signatures and its requirement of neutrality for
various electronic technologies. However, ESIGN does not pre-
empt state law if a state adopted UETA as it was originally ap-
proved by the National Conference of Commissioners on uniform
state laws in 1999.

Michigan adopted UETA in 2000, MCL 450.831 through MCL
450.849. ESIGN and UETA provide that a document cannot be
denied legal effect or enforceability solely because it is in elec-
tronic form. Neither act, however, requires a transaction to be con-
ducted by electronic means, and it is up to the parties to determine
how they will conduct a transaction. Parties retain the right to use
paper and ink documents. UETA has broad application with spe-
cific exceptions for wills, codicils, or testamentary trusts and some
transactions governed by the Uniform Commercial Code.?

Section 18 of UETA, MCL 450.848, provides that the Depart-
ment of Management and Budget?! “shall determine whether, and
the extent to which, each state department will send and accept
electronic records and electronic signatures to and from other per-
sons and otherwise create, generate, communicate, store, proc-
ess, use, and rely upon electronic records and electronic signa-
tures.” Section 18 provides that, to the extent a state agency uses
electronic records and signatures, the department, giving due
consideration to security, may specify:

(1) the manner and format in which the electronic records must
be created, generated, sent, communicated, received, and stored
and the systems established for those purposes;

(2) if electronic records must be signed by electronic means, the
type of electronic signature required, the manner and format
in which the electronic signature must be affixed to the elec-
tronic record, and the identity of, or criteria that must be met
by, any third party used by a person filing a document to
facilitate the process;

(3) control processes and procedures as appropriate to ensure ade-
quate preservation, disposition, integrity, security, confidenti-
ality, and auditability of electronic records; and

(4) any other required attributes for electronic records which are
specified for corresponding nonelectronic records or reason-
ably necessary under the circumstances.

Section 19 of UETA addresses use of electronic records by lo-
cal units of government. The attorney general concluded in 2007
that a county register of deeds may, but is not required to, accept
and record documents affecting title in electronic format and
bearing electronic signatures.”

The legal enforceability of an electronic document may de-
pend on the strength of evidence that the document was validly
signed.?® A dispute may be about sufficiency of the signature,



The legal enforceability of an
electronic document may depend
on the strength of evidence that
the document was validly signed.

whether it is attached or logically associated with the document,
or whether it was executed or adopted by a person with intent to
sign.”” The person claiming the signature is valid has the burden
of proof. The user needs a method to review the document be-
fore signing, the ability to link signing to the document, and the
ability to preserve signature for the life of the transaction. Permit-
ting parties to store a document as a pdf creates a record to reflect
what was signed. Authentication and identity data need to attach
to the electronic signature. In Kloian v Domino’s Pizza LLC,* the
Michigan Court of Appeals discussed an exchange of e-mails re-
garding a settlement agreement, and made a distinction between
“signed” and “subscribed,” as that term is used in MCR 2.507(H).%

Electronic Communications

Several statutes specifically provide for government use of elec-
tronic communication and records. MCL 24.208(5) provides: “An
agency shall electronically transmit a copy of the proposed rules
and notice of public hearing to the office of regulatory reform
for publication in the Michigan register.” MCL 28.425¢ requires
the state police to create and maintain a computerized database
of individuals who apply for a license to carry a concealed pistol.
MCL 55.287 provides for electronic notarization of signatures. MCL
168.500b permits the secretary of state to electronically transmit
voters’ address changes to the clerk. MCL 168.509p requires a com-
puter file and electronic network designed to permit counties,
cities, or townships that are capable of accessing the interactive
electronic communication system to add, change, or delete rec-
ords regarding qualified voters in the qualified voter file.

The Michigan courts have expanded their use of electronic
communication and electronic records. Michigan Supreme Court
Administrative Order 2007-1 and Administrative Order 2009-1 pro-
vide for an electronic document filing pilot project and the exten-
sion and expansion of the pilot project in Oakland County. ADM
File No. 2007-30 allows courts to electronically serve parties with
notices, etc. Recent amendments to MCR 2.107 allow parties or
attorneys to voluntarily agree to receive by e-mail notices and
other documents from the court.

ADM File No. 2007-24 includes in Michigan court rules many
of the federal rules regarding the retention of electronically stored
information. If discovery of stored information is requested from
sources that a party identifies as not reasonably accessible be-
cause of cost, MCR 2.302(B)(6) and MCR 2.506(A)(3) allow the
court to shift the cost of discovery to the requesting party. MCR
2.302(B)(5) and MCR 2.313(E) provide that, absent exceptional
circumstances, if information is lost or destroyed as a result of the
routine, good-faith operation of an electronic information system,
the court may not impose sanctions.
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Conclusion

While the use of electronic transactions provides many bene-
fits, a recordkeeping system must ensure that records that should
be retained are accessible and usable. The records must be re-
tained in a secure environment to guarantee their authenticity
and integrity, and the records must be retrievable for their full
retention period. m
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