
This statutory compliance obligation arises if a service pro-
vider performs activities that bring it within the defi nition of a 
business associate, even in the absence of a business associate 
agreement and irrespective of how the service provider and cov-
ered entity label their business relationship.

The proposed implementing regulations for HITECH6 intend 
to extend this statutory compliance obligation to a subcontractor 
of a business associate by defi ning the term “business associate” 
to include a subcontractor who creates, receives, maintains, or trans-
mits PHI on behalf of the business associate.7 If a subcontractor 
hires someone on its behalf to assist it in handling PHI, the sub-
contractor’s subcontractor also becomes a business associate. Con-
sequently, under the proposed HITECH regulations, almost anyone 
who touches PHI on behalf of a covered entity, either directly or indi-
rectly, will be subject to a statutory obligation to comply with HIPAA.
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The Health Information Technology for Economic and Clinical 
Health (HITECH) Act1 has changed the regulatory landscape for 

“business associates.” Under the Health Insurance Portability and 
Accountability Act (HIPAA) and implementing regulations,2 a busi-
ness associate is a service provider who, on behalf of a covered 
entity3 (but other than as a member of the covered entity’s work-
force), performs or assists in performing a function or activity that 
involves the use or disclosure of protected health information 
(PHI).4 Before HITECH, business associates had only a contractual 
obligation to comply with the HIPAA Privacy and Security Rules, 
through a business associate agreement with a covered entity. 
Now, all business associates have a statutory obligation to comply 
with both HIPAA and HITECH. For the fi rst time, business associ-
ates are subject to statutory penalties for a failure to comply with 
HIPAA’s Privacy, Security, or Breach Notifi cation Rules.5

The Impact of
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FAST FACTS:
Business associates now have a statutory obligation to comply with 
the Health Insurance Portability and Accountability Act and are liable 
for civil monetary penalties for failing to comply.

Among other things, compliance requires business associates to 
adopt written security programs to safeguard protected health 
information stored in electronic form and to limit disclosures of such 
information to the uses authorized in the required written business 
associate agreement.

Attorneys need to recognize when they or their clients are 
business associates.



Clients such as accountants, IT providers, 
copy centers, medical record storage companies, 
and document destruction companies frequently 
have access to PHI in the course of providing 
services and will need guidance regarding their 
compliance obligations.

HITECH’s expansion of HIPAA compliance obligations may 
take attorneys who do not concentrate in health care law and 
their clients by surprise. Many attorneys do not realize that using 
or accessing PHI in the course of representing a client can make 
them a business associate.8 Many clients who are business associ-
ates are not aware that they are now subject to statutory compli-
ance obligations in addition to any contractual obligations they 
may have under a service agreement with the covered entity. 
Moreover, clients who are subcontractors of business associates 
are apt to be completely unaware of the proposal to regulate 
them as business associates.

Attorneys should be mindful that clients such as accountants, 
IT providers, copy centers, medical record storage companies, 
and document destruction companies frequently have access to 
PHI in the course of providing services and will need guidance 
regarding their compliance obligations.

Evaluating Compliance Obligations

Attorneys must become familiar with HITECH and HIPAA to 
recognize when a client may be a business associate. Attorneys 
should determine whether activities performed by a client make 
that client a business associate and, if so, advise the client about 
compliance obligations including the requirement to enter into a 
business associate agreement, described in detail below. When 
representing a business associate, an attorney will need to de-
termine if his or her representation of the client involves use of 
or access to PHI. If it does, then the attorney must enter into a 
business associate agreement with the client and otherwise com-
ply with HIPAA.

Attorneys also should be mindful of when they are apt to en-
counter PHI during the course of representing a client. Attorneys 
tend to think of themselves as not being subject to HIPAA except 
when working with health insurance claims, billing information, 
or information directly describing a patient’s health condition or 
treatment. However, because the defi nition of PHI is fairly broad,9

attorneys are apt to handle PHI when they (1) represent a covered 
entity or a business associate in enforcing a restrictive covenant 
against an employee who is soliciting patients of the covered en-

tity or who has disclosed patient data to a new employer, (2) pro-
vide representation in the sale or purchase of a covered entity or 
business associate and have access to a patient list or a detailed 
list of accounts receivable, or (3) represent a covered entity or 
business associate in audits or governmental investigations.

Regulation of Business Associates

To comply with HIPAA, business associates must implement 
written privacy and security programs, the requirements of which 
are specifi ed in the Privacy and Security Rules. These two rules 
interact to protect PHI and regulate business associates. The Pri-
vacy Rule applies to all forms of PHI, whether oral, written, or 
electronic. It sets forth standards for determining under which 
conditions PHI can be used or disclosed. The Security Rule applies 
only to electronic PHI (ePHI), which is PHI created, received, held, 
or transmitted in electronic format (i.e., transmitted over or down-
loaded from the Internet or stored on a computer or portable com-
puting device, including smart phones and PDAs, or computer 
media such as thumb drives, CDs, and DVDs). The rule sets forth 
the standards for ensuring the confi dentiality, integrity, and ac-
cessibility of ePHI.

Business Associate Agreements

Both the Privacy and Security Rules require covered entities 
to enter into a business associate agreement (BAA) with their 
business associates.10 The Privacy Rule sets forth the bulk of the 
requirements for the BAA, while the Security Rule adds specifi c 
requirements pertaining to ePHI.11 The proposed regulations simi-
larly regulate the business associate-subcontractor relationship, 
requiring that the business associate and its subcontractor enter 
into and comply with a BAA.

The BAA must restrict uses and disclosures of PHI by the 
business associate to those set forth in the BAA and required by 
law.12 The BAA cannot authorize the business associate to use 
or disclose PHI in any manner that the covered entity could not, 
except for data aggregation and for the business associate’s own 
administration and legal responsibilities.
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Given the risks associated with noncompliance, 
attorneys would be well advised to consult with 
health care attorneys and other HIPAA experts 
for advice on compliance obligations and the 
implementation of HIPAA-compliant privacy and 
security programs.

Given the risks associated with noncompliance, 
attorneys would be well advised to consult with 
health care attorneys and other HIPAA experts 
for advice on compliance obligations and the 
implementation of HIPAA-compliant privacy and 
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In addition to the foregoing requirements, the BAA must pro-
vide that the business associate will:

• use appropriate safeguards to prevent unpermitted use or 
disclosure of PHI;

• comply with applicable requirements of the Security Rule;

• report to the covered entity known uses or disclosures of 
PHI not permitted by the BAA, breaches of unsecured PHI, 
and security incidents involving ePHI;

• ensure that its subcontractors and agents who work with 
PHI agree to the same restrictions (or a subset of such restric-
tions) and conditions that apply to the business associate;

• destroy or return PHI, if feasible, at the termination of the 
agreement, and if not feasible, use it only for the purpose 
that made it infeasible to return it;

• open its books and records to inspection by the U.S. De-
partment of Health and Human Services; and

• make PHI available for access, amendment, and account-
ing of disclosures.

Additionally, the BAA must contain a provision permitting ter-
mination of the contract if a covered entity knows of a pattern of 
behavior by a business associate that violates the BAA.13 The pro-
posed regulations entail a similar provision requiring a business 
associate to terminate the BAA if it knows of such a pattern of 
behavior by a subcontractor.14 A covered entity or business asso-
ciate that fails to either cure the breach or to terminate the BAA 
under these conditions is in violation of HIPAA.

The responsibility for entering into a BAA is placed on the 
covered entity with respect to its business associate and, under 
the proposed regulations, on a business associate with respect 
to its subcontractors. Disclosing PHI in the absence of a HIPAA-
compliant BAA or permitting a business associate (or, under the 
proposed regulations, a subcontractor) to create, receive, main-
tain, or transmit ePHI in the absence of a HIPAA-compliant BAA 
is a violation of HIPAA.

Requirement of a Security Program
HITECH requires a business associate, with respect to the ePHI 

it handles, to comply with the HIPAA Security Rule’s administra-
tive, physical, and technical safeguards; its organizational require-
ments; and its policies, procedures, and documentation require-
ments.15 The Security Rule sets forth implementation specifi cations 
for the foregoing, some of which are required to be incorporated 
into the security program and some of which permit the use of a 
reasonable and appropriate alternative measure.

A business associate is required to develop a written security 
program that describes how it will meet each of the standards, 
safeguards, and requirements. Although technological controls 
such as passwords and fi rewalls and facility controls such as locks 
to restrict access to an offi ce suite or server room are certainly 
important in protecting the security of ePHI, the majority of the 
standards are administrative and require (1) documented policies 
and procedures to manage the selection, development, implemen-
tation, and maintenance of security measures to protect ePHI; 
(2) the training of the business associate’s workforce on those 
policies and procedures;16 and (3) the updating of a security pro-
gram in response to new security risks.17

Risk analysis is a required part of security-rule compliance 
and generally drives the development of a security program. Risk 
analysis is a comprehensive process that requires a business asso-
ciate to inventory the PHI and ePHI that it holds or accesses, assess 
the risks to such ePHI that are present in the business associate’s 
environment, assess the threats and vulnerabilities to such ePHI, 
assess the risk of and the extent of harm that could be caused 
by such threats, and consider the physical and technical security 
meas ures available to protect against and manage such risks. 
Such a risk analysis must be documented as part of the required 
written security program. Because the Security Rule does not gen-
erally require the use of specifi c security measures, business asso-
ciates can adopt security practices consistent with the require-
ments of the Security Rule that are reasonable and appropriate 
given the resources of the business associate, its facilities and sys-
tems, and the manner in which it handles ePHI. A security pro-
gram can be most effectively developed through consulting with 
computer security or IT experts who can conduct a risk analysis 
and recommend appropriate safeguards.



Breach Notification
HITECH also created a new compliance obligation for business 

associates, namely the obligation to report a breach of unsecured 
PHI. The Breach Notifi cation Rule18 requires a business associate 
to notify the covered entity of a breach of unsecured PHI. The pro-
posed regulations require a subcontractor to report such breaches 
to the business associate on whose behalf it is performing serv-
ices.19 Both the Privacy and Security Rules specify that a provision 
requiring such reporting be included in the BAA.20

A breach of unsecured PHI means the acquisition, access, use, 
or disclosure of PHI in a manner not permitted under the Privacy 
Rule that compromises the security or privacy of the PHI.21 Un-
secured PHI means PHI that is not rendered unusable, unread-
able, or indecipherable to unauthorized individuals through the 
use of a methodology or technology specifi ed by the secretary in 
the guidance.22 Guidance by the secretary sets forth an encryp-
tion safe harbor based on using encryption methods described 
in various National Institute of Standards and Technology (NIST) 
publications.23 Such guidance also sets forth a destruction safe har-
bor specifying shredding or destroying PHI in paper, fi lm, or other 
media such that PHI cannot be read or reconstructed or clearing, 
purging, or destroying electronic media in accordance with NIST 
Special Publication 800-88.24 Attorneys need to become familiar 
with the ways ePHI can be secured by rendering it unusable, un-
readable, and indecipherable within the meaning of a safe harbor 
since the disclosure of ePHI so secured is not considered a breach.

Penalties
Penalties for noncompliance by business associates can be sub-

stantial and are based on the culpability of the business associ-
ate. Violations attributable to willful neglect, which is an inten-
tional failure to comply with HIPAA or reckless indifference to a 
HIPAA compliance obligation, have a minimum penalty of $10,000 
and can go as high as $50,000. Violations attributable to reason-
able cause—the business associate knew or should have known 
through reasonable diligence that a violation occurred—have a 
minimum penalty of $1,000 per violation. Violations attributable 
to situations in which the business associate did not know or 
could not have known through reasonable diligence of the viola-
tion have a minimum penalty of $100.25 Under the law of agency, 
a business associate can be held liable for a civil monetary pen-
alty for the acts or omissions of its subcontractors.26 These penal-
ties are signifi cant enough to encourage business associates to 
pay serious attention to HIPAA compliance obligations.

Concluding Comments
Attorneys need to review the HITECH fi nal implementing reg-

ulations to determine if the proposal to regulate subcontractors 
as business associates is adopted. Attorneys also must recognize 
when they or their clients are business associates or the subcon-
tractor of a business associate under HIPAA, and take the appro-
priate steps to comply with HIPAA. Noncompliance can lead not 
only to steep fi nes and government investigations, but also to the 

potential loss of an attorney’s or client’s reputation. Given the risks 
associated with noncompliance, attorneys would be well advised 
to consult with health care attorneys and other HIPAA experts 
for advice on compliance obligations and the implementation of 
HIPAA-compliant privacy and security programs. ■
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