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By Elizabeth A. Stafford

Pretrial Discovery of Electronically Stored  
Information in Federal Criminal Cases

oday, electronically stored in-
formation (ESI) is ubiquitous; 
corporate executives and drug 
dealers alike use it to conduct 

their businesses, and criminal investigative 
techniques have evolved in order to keep 
up. Despite this technological transforma-
tion, criminal discovery rules have remained 
constant. This article describes how courts 
have addressed ESI discovery disputes in 
the absence of rules tailored for electronic 
discovery, and summarizes recommenda-
tions for best practices.

Manner of ESI Production

In contrast to Federal Rules of Civil Pro-
cedure provisions regarding pretrial dis-
covery,1 the Federal Rules of Criminal Pro-
cedure have not been amended to reflect 
the explosion of ESI in criminal cases. 
While Federal Rule of Civil Procedure 34 
provides the manner of producing docu-
ments and ESI, Federal Rule of Criminal Pro-
cedure 16 “is entirely silent on the issue of 
the form that discovery must take; it con-
tains no indication that documents must 
be organized or indexed.”2 However, Rule 
16(d)(1) of the criminal rules gives courts 
the discretion to grant “appropriate relief,” 
which has been interpreted as authorizing 
a court to regulate the manner of produc-
tion.3 As a consequence, each court faced 
with an ESI production motion must devise 
its own scheme for resolving the dispute 
and determine which parties should bear 
the financial, manpower, and technological 
burdens associated with ESI discovery.4

While acknowledging that the Federal 
Rules of Civil Procedure are rarely applied 
in criminal cases, the magistrate judge in 
United States v Briggs5 looked to Rule 34 of 
the civil rules for guidance when resolv-
ing ESI production disputes.6 Noting that 
Rule 34(b)(2)(E)(ii) requires ESI to be pro-

duced in “reasonably usable form,” the court 
ordered the government to bear the cost of 
producing it in a searchable PDF format 
or in the native format at the government’s 
choice.7 In response to a subsequent mo-
tion requesting the government be ordered 
to produce discovery in specific formats 
sought by the defense, the court noted that 
the civil rules do not require the produc-
ing party to organize or alter its records to 
meet the demands of the requesting party.8 
As such, the court adhered to its decision 
to leave the method of production up to 
the government.9

Even though the Briggs court looked to 
Civil Rule 34 for guidance, a district court is 
not required to do so in criminal cases. Dur-
ing the appeal in United States v Warshak,10 
the defendants complained that the district 
court erred by permitting “the government 
to produce titanic amounts of electronic dis-
covery in formats that were simultaneously 
disorganized and unsearchable.”11 In addi-
tion to arguing that due process required 
that Civil Rule 34 be applied in a criminal 
context, the defendants faulted the govern-
ment for failing to provide indices for the 
discovery materials.12 However, the War-
shak court doubted that the defendants had 
much difficulty navigating the electronic 
discovery.13 More significantly, the Sixth Cir-
cuit Court rejected the defendants’ argu-

ment that Rule 34 was applicable in crimi-
nal cases.14 The court declined to find an 
abuse of discretion because there is a “pro-
nounced dearth of precedent suggesting 
that the district court was wrong.”15

Brady Obligations

In addition to Criminal Rule 16, Brady 
v Maryland 16 and its progeny impose dis-
covery obligations on the government; the 
pros ecution has a due process duty to dis-
close material evidence favorable to the 
accused in sufficient time for use at trial.17 
However, Brady disclosures need not be ex-
plicit. Use of an open-file policy is sufficient 
to comply with Brady obligations, so long 
as the file contains all the evidence the gov-
ernment is obligated to disclose.18

In United States v Skilling,19 the de fend-
ant challenged the government’s open-file 
disclosure of several hundred million pages 
of discovery in an electronic file. “As the 
government never directed Skilling to a sin-
gle Brady document contained in the open 
file, Skilling argues that the government 
suppressed evidence in violation of Brady.”20 
The court disagreed, noting that the elec-
tronic file was searchable and the govern-
ment had produced indexed “hot docu-
ments” that included evidence potentially 
relevant to the defense, and had made other 
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potentially helpful databases available to the 
defense.21 The government was in no better 
position than the defense to scour the file 
in search of exculpatory evidence.22 How-
ever, the Skilling court warned that volumi-
nous discovery would violate Brady if the 
government engaged in bad faith and “pad-
ded” the file with superfluous information, 
creating a file unduly onerous to access, or 
hiding exculpatory evidence.23

In Warshak, the Sixth Circuit followed 
Skilling, holding that the defendants’ con-
tention that the government was “obliged 
to sift fastidiously through the evidence. . .
in an attempt to locate anything favorable to 
the defense.. . [came] up empty.”24 The court 
found that access to the evidence was not 
“unduly onerous” and there was no indi-
cation that the government engaged in the 
type of bad faith described by Skilling.25

Several courts have followed Skilling and 
Warshak to hold that prosecutors need not 
direct the defense to exculpatory evidence 
within a mass of discovery.26 Contrary to 
this general trend, the magistrate judge in 
United States v Salyer 27 ordered the gov-
ernment to identify Brady evidence within 
the voluminous discovery that had already 
been disclosed to the defendant. In direct 
contradiction to Skilling and Warshak, the 
Salyer court ruled that the government was 
required to scour the electronic discovery 
in search of exculpatory evidence, and re-
jected the relevancy of whether the govern-
ment acted in good or bad faith.28 While 
the holding of Salyer does not have prece-
dential value in the Sixth Circuit, the case 
presents an illustration of why prosecutors 
should be prepared in large ESI cases to 
demonstrate their good faith in the early 
stages of the litigation.

In his August 2, 2010 order, Magistrate 
Judge Gregory Hollows cited “fairness” as a 
basis for his authority to require the govern-
ment to identify Brady material within the 
discovery.29 The court faulted the govern-
ment for acquiring such massive amounts of 
evidence, saying “the government more or 
less made its own bed. . . .”30 Judge Hollows 
indicated he had questioned the govern-
ment at a hearing about why it had sought 
so much information and “the response, 
pared to its essence, was ‘because we can.’”31

Judge Hollows’ assessment changed dra-
matically in April 2011 when he rejected the 
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defendant’s motion to order the government 
to create a common database for all elec-
tronic discovery. In this later order, he ex-
plained that the 1–2 terabytes of discovery 
(equivalent to 1,000 to 2,000 copies of the 
Encyclopedia Britannica) was the result of 
the size of the companies involved in the 
alleged crimes and a decade-long investiga-
tion.32 Armed with more concrete informa-
tion, Judge Hollows concluded that the gov-
ernment was not at fault for the magnitude 
of the discovery.33 Further, he had learned 
that the electronic files were searchable and 
the government had “gone the extra mile” 
of segregating the specific evidence upon 
which it would rely at trial.34 Most impor-
tantly, he found that the defendant would 
be able to sufficiently access the evidence 
he needed for his defense.35

The Salyer prosecutors’ earlier lack of 
preparation to detail the ESI issues and so-
lutions and the court’s initial fear that the 
amount of discovery was overwhelmingly 
unfair to the defendant were likely exacer-
bated by a lack of standards for addressing 
ESI in criminal cases. However, a collection 
of recommended best practices published 
in February 2012 may help fill that void.

Recommendations for ESI  
in Federal Criminal Cases

The Joint Electronic Technology Working 
Group was established by the director of 
the Administrative Office of the U.S. Courts 
and the U.S. attorney general and is made 
up of representatives of various criminal 
justice system stakeholders.36 Its “Recom-
mendations for Electronically Stored Infor-
mation (ESI) Discovery Production in Fed-
eral Criminal Cases” are intended to promote 
efficient and cost-effective pretrial produc-
tion of voluminous ESI discovery, reduce 
conflicts, and encourage communication 
between parties to resolve disputes without 
court intervention.37 They are not intended 
to create legal rights or claims for relief.38

The working group recommends that, in 
complex ESI production cases, each party 
involve individuals with sufficient technical 
knowledge.39 Coordinating discovery attor-
neys have this technical expertise and may 
be appointed to assist Criminal Justice Act 

and Federal Defender Office attorneys.40 
The parties should “meet and confer” about 
the nature, volume, and mechanics of pro-
ducing the ESI discovery.41 The discussions 
should address the organization of the ESI 
(e.g., the use of tables of contents), the for-
mat of the production, methods for segre-
gating privileged information, and any lim-
itations imposed on incarcerated defendants 
by correctional institutions.42 In furtherance 
of its objective of encouraging efficient dis-
covery processes, the working group rec-
ommends that “a party should not be re-
quired to take on substantial additional 
processing or format conversion costs and 
burdens beyond what the party has already 
done or would do for its own case prepara-
tion or discovery production.”43

In Briggs, the court urged the parties to 
work in good faith to resolve their ESI issues 
and not force the court to micro-manage the 
discovery in the case.44 This is sound advice 
for all parties in criminal actions, and ad-
herence to the working group’s recommen-
dations should help facilitate more coopera-
tive resolution of ESI production issues. n
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